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1.JTosicHUTEIbLHAS 3AIACKA

1.1 Ileapb ¥ 3212494 AUCHUUTJIHMHBI

llenpto Kypca sBIsS€TCS HAY4YUTh CTYACHTOB aJE€KBAaTHO IOJIb30BATbCSI MHOCTPAHHBIM
S3BIKOM KaK CpEeICTBOM KOMMYHHUKAllUd B NpPO(EecCHOHANBHOM cpele, a Takke JaThb UM
HEOOXO/IMMBIE HABBIKM JUISI TOTrO, 4YTOOBl 0e3 3aTpyAHEHHWH, NPaBUJIBHO U OCMBICICHHO
OCYIIECTBIISATh MUCbMEHHBIN MEPEBOJ TEKCTa, CBSI3aHHOTO C €ro CHEIUAIIbHOCTBIO, C MEPBOTrO
MHOCTPAHHOTIO S3bIKA HA PYCCKUM S3BIK.

3ajauu JUCUUIUINHBL:

CryneHT B pe3yabTaTe OCBOCHHUS Kypca JOJIKEH:

- TOJNY4YUTh TMPAKTUYECKHE HABBIKM OOLIEHUS Ha MHOCTPAHHOM SI3bIKE IO
poQeCCUOHAIBEHBIM BOIIPOCAM;

- HAyYUTHCS M3JIaraTh CBOM MBICIHM B YCTHOM M MHCbMEHHON (opme U MOAepKUBAThH
’KMBOM JTMAJIOT HA MHOCTPAHHOM $I3bIKE B cpepe npodhecCHoHATbHOW KOMMYHHKAIIUH;

- M3YYHTb U COMOCTAaBUTh OCHOBHBIE CTHJICBBIE OCOOCHHOCTH TEKCTOB HAYYHOTO
(YHKIIMOHAJIBHOTO CTUJISI HA IEPBOM MHOCTPAHHOM SI3bIKE U Ha PYCCKOM SI3BIKE;

- HAy4YUTbCS MPOBOJUTH MPEANEPEBOAUECKHI aHaIN3 TEKCTa, Ha KOTOPOM OyayT
0a3upoBaThCsl M30MpaeMble MEPEBOAUECKUE PEIICHUS C YYETOM HHIMBH]YaJIbHO-aBTOPCKOTO
CTHWJISL OPUTHHAJIA U TPEOOBAHUMN PYCCKOM CTUIIMCTHUKM;

- OBJaAeTh NPAKTHUYECKUMM IMpHEeMaMH I[epeBoja, B T.4. IEPEBOAYECKUMU
TpaHcGopMaIsIMH, U HAYYUTHCS MPUMEHSTh UX C YYETOM KOHTEKCTa;

- HAYYUTHCS TIOJIb30BAThCA KOMIBIOTEPHBIMH MpOrpaMMaMu, pa3pabOTaHHBIMH B
MIOMOIUIb NEPEBOIUNKY (IJIEKTPOHHBIE CIOBAPH, CUCTEMBl aBTOMATU3MPOBAHHOIO NEPEBOJA), U
MIPUHUMATD PEIIEHUE O TOM, KOT'/la X UCIOJIb30BaHNE 00OCHOBAHO;

- HAYYUTHCS TPOBOJIUTH MOCTIEPEBOIUECKOE PEAAKTUPOBAHUE TEKCTA;

- HAY4YUTbCS OOOCHOBBIBaTH HM30paHHBIC MEPEBOMYECKHE pELICHUS M PACKPBIBATh

MEXaHU3M UX BOSHUKHOBCHUS.

1.2. ®opMupyembie KOMIIETEHIIH, COOTHECEHHBbIE ¢ IJIAHUPYEMbIMH

pe3yjdabTaTaMu oﬁyqe}mﬂ Mo JTMCIUIIJIMHE

Koawi Conep:xaHue KoMNeTeHUH IlepeyeHb MIaHUPYEMbIX
KOMIIETeHIIUH pe3yJbTAaTOB 00y4eHHUs 110
AUCHUILINHE
OK-2; CITOCOOHOCTBIO BBICTPAUBATh U 3namop:
pealln30BbIBaTh MEPCICKTUBHBIC




JIMHUUW UHTCJJICKTYAaJIbHOTO,
KYJIBTYpPHOI'O, HDaBCTBEHHOI'O,
¢bu3rgecKoro 1 mpohecCuoHaILHOTO
CaMOpa3BUTHUS U

CaMOCOBCPHICHCTBOBAHUS

OK-11

CIIOCOOHOCTBHIO CBOOOIHO
MOJIb30BATHCS PYCCKUM U
WHOCTPAHHBIM SI3BIKAMHU KaK
CPE/ICTBOM JICTIOBOTO OOIIEHUS,
CIIOCOOHOCTBIO K aKTUBHOM

COLIMAJIBHON MOOUIBHOCTHU

[1K-31

TOTOBHOCTBIO MTPEICTABIISATH
pE3yJIbTaThl UCCIIEIOBaHMS B (hOpMax
0TYETOB, pedepaToB, MyOIUKAIMNA U

My OJIMYHBIX 00CYXKICHHI

) OCHOBHBIE MpaBUIIa

MOCTPOEHUS npoeCCHOHATHLHOTO

JTUCKypca Ha HHOCTPAHHOM SI3BIKE;

) OCHOBHEIE OTIINYHS

npo(heCCHOHATFHOM ~ KOMMYHHKAIIHH
Ha AHTJIUICKOM SI3BIKE oT
npodecCHOHATbHOW ~ KOMMYHHUKAITIH

Ha PYCCKOM S3BIKE;

o OCHOBHBIC TIPUEMBI M CTaJHH

NEepeBOAUECKON pabOTHI.

2. Ymemos:
) [OpOXKAaTh TEKCT no
BOIIPOCaM, BXOISIIIIUM B ero

npoQeCcCHOHATBHYI0  KOMIIETEHIIHIO,
COOTBETCTBYFOLIHI pEYCBBIM,
SI3bIKOBBIM, JKAHPOBBIM U CTHJICBBIM

HOPMaM aHTJIMKACKOTO S3bIKA;

@ OCYILIECTBIATh
MPEBAPUTEIIHHBIN aHalm3,
NUCbMEHHBIN IepeBo.] u

PEAAKTUPOBAHUE TEKCTA C YUETOM €TI0
(GYHKIIMOHATBHO-CTHUIIMCTUYECKON

HPUHA/JIEKHOCTH, CTHJIEBOTO
cBoeoOpas3ust U TpeOOBaHUN PYyCCKOTO

SI3BIKA;

@ 000CHOBBIBATH CBOE

MEPEBOAUYECCKOE PCIICHUC,

(4 YMENO MOJIB30BATHCS
KOMIIBIOTEPHBIMU nporpaMMamH,
HaIlTpaBJICHHBIMU Ha IIOMOIIIb

NEPEeBOJUUKY (JIEKTPOHHBIE CIOBAPH,




CHUCTCMBI ABTOMATHU3UPOBAHHOI'O

nepeBoia).

3. Bnaoems:

o CIIOCOOHOCTBIO  OTOMpATh |
UCIIOJIb30BaTh B Hay4YHOU
JeSITebHOCTH HE00XO0IUMYIO
uHbOpMAaITHIO o npobiieMam,

CBSI3aHHBIM C MPEIMETOM Kypca, ¢
WCIIOJIb30BAHUEM KaK TPAJIULIMOHHBIX,
TaK u COBPEMEHHBIX

06p3,30BaTeJ'IBHLIX TeXHOHOFHﬁ;

o CIIOCOOHOCTBIO

CaMOCTOSITEIIBHO n3y4aThb "
OpPUEHTUPOBATLCSI B MACCUBE HAYYHO-
HOIYJISIPHOM u Hay4HO-
UCCJIE0BATEIbCKOW  JINTEpaTypbl U

HY6J'II/IIII/ICTI/IKI/I C YUCTOM MMOJTYYCHHBIX

3HAHUIM;
o BCEMU HEOOXOINMBIMHA
nprueMaMu TEKCTOJIOTHYECKOTO

aHaJIi3a U rnepesoaa.

1.2 Mecro qaucuumiudsl B crpykrype OIl BO

JlucuuninuHa « AHMIMACKUN poQecCHOHaNbHBIN S3bIK U TEXHUYECKUH NEePeBO» BXOIUT
B 0JIOK 00s3aTeNbHbIX JUCHMIUIMH BapuUaTUBHOM 4YacTW LMKIA JUCHUIUIMH TOATOTOBKH
CTY/ICHTOB I10 HaNpaBJeHUIO «IHTENIeKTyalbHbIE CUCTEMBI B TYMaHUTApHOU cdepey.

[IpenopgaBanuio AMCHUIUIMHBL TMPEAUIECTBYET H3YYEHHUE CIEAYIOIIMX KYypCOB: KypC
MHOCTPAHHOTIO s3bIKA B IPOrpaMMe OakanaBpuarta.

OcBoeHue TUCHUIUIMHBL ABJIsETCS OCHOBOM i moObix qucuuiuie OII, B Toil Mepe, B
KOTOpOH HeoOXoauMas JUIsl UX OCBOCHMS MH(POPMAIIUS MOKET OBITh MOJIyuYeHa U3 MHOS3BIYHBIX

HCTOYHHKOB.




2 CrpyKTypa IHCUMIIMHBI (TEMATHYECKHH IJIAH)

OOmiast TpyZOEMKOCTh OCBOEHHS IUCIHMILIMHBI COCTaBIsET 9

MpaKkTU4YeCKue 3aHAThsA, 216 4. camocTosiTenbHas paboTa CTyIeHTa.

3.€., 324 4y. U3 Hux 90 u.
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Ta

Dopmsbl
TEKYIIETO
KOHTPOJIS

yCIIEBaEMOCTH,
dopma
IIPOMEKYTOUHON
aTTecTaluu (no
cemecmpam)

Tema 1.
Ocob0ennocTn
TeKCcTa
aKaJeMHY€ecKOoro
CTHJIA

8

16

YCTHBIA OIIPOC

Pa6ora ¢
TEeKCTAMH
HAY4YHOI
TEeMaTHKH 110
CHeNNAJTbHOCTH.
Tema 2. Buasl
HAYYHBIX cTaTeM.

Crpykrypa
HAYYHOH CTATHHU

20

60

KOHTPOJIbHAA

3a49eT ¢ OLEHKOH

N

Tema 3.
Komnbrorepnas
JMHTBUCTHKA
(mpomomkeHue)

12

32

KOHTpOJIbHaA

Tema 4.
PexomMmeHmaTenbpHEBIC
CHCTEMEL.
KommnsrorepHsie
UTPbI

16

40

KOHTPpOJIbHasA

3a4eT C OLEHKOH

Tema S.
HNuTemnekTyanbHbie
CUCTEMBI AJIs
pa3IMYHbIX
oTpacieil 3HaHuu
(pobGoToTexHuKa,
MEAMIIMHA,
COLIMOJIOTHS,
KOMIIBIOTEPHAs

14

30

KOHTPOJIbHAA




rpaduka)

Tema 6. 4 16 20 KOHTPOJIbHAS

Kommbrorepnas

0€3011acCHOCTh

9K3AMEH 4 18 KOHMPONbHbLU
nepegoo

HUTOTO: 90 18 216 | 324

3. Conep:kanue IV CHUNIHHBI

Tema 1. O0mue NPUHUUNBI AKATEMHUYECKOr0 nMucbmMa. OCHOBHBIE XapaKTEPUCTUKHU
aKaJeMHYeCKOr0 CTWJIS B AaHIVIMMCKOM $s3bIKE (OTCYTCTBHE COKpAIICHUN, IMOLMOHAIBHO-
OKpaH_IeHHBIX CJIOB, TOYHOCTh HOAaHHBIX, O6’beKTI/IBHOCTb). OCHOBHLIG JICKCI/IKO-FpaMMaTI/I‘-IeCKI/Ie
OCOOEHHOCTHM TEKCTOB aKaJIeMHYECKOrO0 CTWIS (HEONPEAeNeHHO-INYHBIE TPEAIOKCHUS,
MacCUBHBIC KOHCTpyKIMH). Kimie, CBOWCTBEHHBIC MUCHMEHHBIM TEKCTaM aKaJIeMHUYECKOTO
CTHJII B aHIVIMKACKOM s3bike. (OCHOBHBIE TMpaBWJIa LUTUPOBAaHUA U OGOPMIICHHUS
BHYTpI/ITeKCTOBbIX U IIOCJICTCKCTOBBIX CCBIJIOK HA I_[I/ITI/IpyeMbIe HNCTOYHUKHA (FapBapI[CKI/IfI CTHIJIb,

ctuiib APA u nip.)

Tema 2. Buabl Hay4HbIX cTaTeil. CTPyKTypa HAy4YHOH cTaTbH. AHHOTAlMs, BBEJCHHUE
(cTpyKkTypHBIE YacTH); 0030p JMTEpaTypbl; METOJUKA, XOI M pPE3yJbTaTbl aBTOPCKOrO

WCCTIeIOBaHMS; BEIBOBL. BhIZIeIeHE TEMBI U CTPYKTYPHI maparpada.

Tema 3. KomnbiorepHasi JMHrBucTHKa. OOCyXeHUE U NIEPEBO/I HAYYHOH CTaThu 1O

HaMpaBJICHUIO TIOATOTOBKH, 00beMOM 7-15 cTaHuIl.

Tema 4. PexomenaarteabHble cucteMbl. Kommnblorepubie urpbl. OOcyxacHHE U

NepeBojg HaquOﬁ CTAaTbHU 10 HAIIPABJICHHUIO ITOATOTOBKH, oobeMoM 7-15 CTaHMHII.

Tema 5. HHTesIeKTyalbHbIE CHCTEMBbI IS Pa3jJMYHBIX oOTpacijeil 3HaAHUMH
(po6oTOTEXHUKA, MEIHIIMHA, COIMOJIOTHS, KOMIbIOTepHasi rpapuka). OOcyxacHue U

NepeBojg HaquOﬁ CTAaTbHU 10 HAIIPABJICHHUIO ITOATOTOBKH, oobeMoM 7-15 CTaHMHII.

Tema 6. KomnbroTrepHasi 6e3onacHoctb. O0cyX/ieHUE U NEPEBOJ HAYYHOW CTaThU IO

HaIlpaBJIEHUIO MOJATOTOBKH, 00beMOM 7-15 cTaHwuil.




4. O0pa3oBaTeJbHbI€ TEXHOJOTHU

Ne OO0pa3zoBare/bHbIC U
Buabi yueonoii
n/ HanmeHoBaHMe TeMbI HH(pOpMALHOHHBIE
padoThI
I TEXHOJIOTUH
2 3 5

1. | Tema 1. Oco0eHHOCTH TeKCTa MIPAKTHYECKOE Ob6cyxnenne npoodeMsbl
aKaJeMH4YeCKOro CTHJIs 3aHATHE

2. | Tema 2. Buabl HayYHBIX CTaTel. | IPAKTUUECKOE O6cyxaenne npoOIeMbl
CTpyKTypa HAYYHOI CTATHH 3aHATHE

3. | Tema 3. KomnbrorepHas [IPaKTUYECKOe OO6cysxeHre TeMbl Ha
JIMHTBUCTHKA 3aHATHE aHTJIMIICKOM S3BIKE.

[IpakTrueckuii mepeBo
TEKCTOB.

4. | Tema 4. PexoMeH1aTeJIbHbIE IIPaKTUYECKOE OO6cyxeHue TeMbl Ha
cucrembl. Komnborepubie 3aHATHE aHTJIMICKOM SA3BIKE.
UIPbI [IpakTrueckuii nepeBos

TEKCTOB.

5. | Tema 5. UHTe/UIEKTYAJIbHBIE MPaAKTUYECKOE OO0cyxeHre TeMbl Ha
CHCTEeMBbI JJIsl Pa3JIMYHBIX 3aHATHE aHTJIMIICKOM S3BIKE.
oTpacjeH 3HAaHUH [IpakTrueckuii epeBos
(poboToTexHUKA, MeAULIMHA, TEKCTOB.

COLIMO0JIOTHS, KOMIILIOTEPHAasI
rpaguxa)

6. | Tema 6. KomnbrorepHas MIPaKTHYECKOE OO6cyxneHue TeMbl Ha
0e3omacHOCTH 3aHATHE aHTJIMICKOM S3BIKE.

[IpakTHueckuil mepeBosx

TEKCTOB.
5. OneHKa IAHUPYEMBIX Pe3VJLTATOB 00VYCHUSA
5.1. CucremMa onieHHBaHUSA
Ne n/mt KoHntponmpyemsle pazaensl HanmenoBanue OLIEHOYHOT' O




JUCHUITIINHBI cpeacTBa

(Moyst)

1. Tema 1. Oco0eHHOCTH TeKCTa KoHTponbHbIE BOpoCh

AKAAECMHUYECCKOIo CTUJIsA

2. Tema 2. Buabl HAyYHBIX cTaTeil. KoHTponbHbIe BOpoCh!

CTpyKTypa HAy4HOH CTATbU

3. Tema 3. KomnboTepHas JHHIBHCTHKA KoHnTponbHbIit IIACbMEHHBIN
epeBO/]

4. Tema 4. PexoMeHaaTe/IbHbIE KoHntposnbnslit IMACbMEHHBIN
cucreMbl. KomnbroTepHbie HIPbI nepeBos

5. Tema 5. UnTe/lsIeKTyaJIbHBIE CHCTEMBI KoHntposbnslit ITACbMEHHBIN
JJISL Pa3JIMYHBIX OTpacJieid 3SHAHUI MepeBo

(po00TOTEXHUKA, MeIULINHA,
COIMOJIOTHS, KOMIIBLIOTEPHAsI
rpaguxa)

6. Tema 6. KomnbroTepHas 6e30acHOCTD Kountposnbnblit MMUCbMEHHBIN

epeBO

Texymuii KOHTPOJIb OCYIIECTBISETCS B BUE TECTOBBIX 3ananuii gap-filling (mpeanaraercs
TEKCT Ha aHTJIMACKOM $I3bIKE) U JIUKTAHTOB (IIpe/JiaracTcsi TEKCT Ha PYCCKOM SI3BIKE), a TAaKKE B
BHJIC TMCBMEHHOTO TIepeBOJia TEKCTa IO CIEIHUATBHOCTH, PEKOMEHIYEeMbI 00BheM
nepeBoaumoro Tekcra — 2000-2500 3HakoB. MoXeT mpeasiaratbCsi BBIOJIHUTH MEPEBOJ KakK ¢
AHTJIMMCKOTO SI3bIKa Ha PYCCKUM S3bIK, TAK U C PYCCKOTrO Ha AHTIUHCKHM MO YCMOTPEHUIO
MpEIoJaBaTes. JlanHble 3a7aHuUs HANpaBJICHbl Ha OLIGHUBAaHWE 3HAHUW U HaBBIKOB
yIOTpeOJICHUS TEPMUHOJIOTHM M KIIWIIE, XAPAaKTEPHBIX IS HAYYHOTO CTHJISI PEeUYd W IS
M3y4aeMbIX HallpaBJIeHUH HayKH. 3a/1aHus TEKYIIETro KOHTPOJIs olleHuBatoTcs A0 20 6aios.

[TpoMexyTOUHBI KOHTPOJb 3HAHUNW NPOBOAUTCA B (hopMe HTOroBOW KOHTPOJIBHOM
paboTel, mpeacTaBistomiell co00M MUCHPMEHHBIM TMEPEBOJ TEKCTa IO CICIHATBLHOCTH C
aHTJIMIICKOTO s3bIKA HA PYCCKHM S3bIK. PexoMeHyemblit 00beM opuUTruHaiIbHOro Tekcta — 2500-
3000 cnoB. /lamHoe 3amanue oreHuBaetcs 10 40 OamnoB. B pesynbrare Tekymiero wu

MPOMCIKYTOYHOI'O KOHTPOJIA 3HaHU CTYACHTHI ITOJIYHUAlOT 3a4CT IO KYypCy.



KonTpoannast padora

[IporieHT BEpHO BBHIMOJIHEHHBIX 33 JaHUI OrieHKa 110 5-0aJUILHOM IIKajle
100% - 95% 5
94% - 80% 4
79% - 60% 3
50% - Huxe 2

HpOMemmimaﬂ aTTrecraumud

[Ipy npoBeneHMHM TPOMEKYTOUYHOM AaTTECTAlMM CTYAEHT JOJDKEH  BBIIIOJIHUTH
MMMCbMEHHBIA TIEPEBOJT TEKCTa MO crneruanbHocTH 00beMoM 2500-3000 3HAKOB ¢ aHTJIMMCKOTO
SI3bIKa Ha PYCCKUH.

OueHovHbIE CPeACTBA AJIsl TEKYLIEro KOHTPOJIA M UTOTOBOM aTTeCTAlMU CTYAeHTa

[Mopsiaok popMupoOBaAHUSA OLIEHOK MO JUCIUIJIMHE

[Topsimok dhopMHUpOBaHMSI UTOTOBOM OTMETKH JIOBOAMTCS J0 CTYJEHTOB B Hadajie Kypca u
MIPH BBITIOTHEHUN KOHTPOJIBHBIX MEPOIPHUSATHH.

HpeHOI[aBaTeJIB OILICHUBAcCT pa60Ty CTyaeHTOB Ha CeMI/IHapCKI/IX 3aHATUAX, HCXOOA U3 UX
AKTUBHOCTH Ha 3aHATHUAX, KadeCTBa BbIIIOJIHCHUA U CBOGBpeMeHHOCTI/I caauyn JOoMalIHHuX
3aJIaHA ¥ YCHEITHOCTH BBIMOJHEHUS TEKYIIUX ayJUTOPHBIX TECTOBBIX 3aJIaHUM (JIGKCUYECKHE
TECThl Ha 3HaHUE (YHKIMOHAIBHBIX KIHIIE YCTHOM W MUCHMEHHOW HAYyYHOW pedu, 3HaHUE

TEPMHUHOJIOTUH).

CxeMa olleHMBAHHUS MUCHMEHHOI0 nepesoaa

OTIIUYHO XOpOIIIO YAOBIETBOPUTEILHO
DaKTHYECKHE B Tekcre nepeBona B nepeBoae B nepesogae

OIINOKHU (hakTHyecKue OMMOKN | IpUCYTCTBYET 1 MIPUCYTCTBYIOT 2
(cMBICTTOBBIE OTCYTCTBYIOT (dakTudeckas omuoOka | (aKTHUIECKUE OMUOKH
OIIINOKK)

Herounoctu B nepeBone nonymena | B mepeBosne nomymiena | B mepeBoje gomyieHs
(cMBICTTOBBIE 1 HETOYHOCTH 1 HETOYHOCTH 2 HETOYHOCTH




OIIINOKN)

Hapymenus

HOPM s3bIKa WUJIN

B nepesone

OTCYTCTBYIOT CIIy4au

B nepesone

IIPUCYTCTBYET |

B nepeBone gomymieHo 2

Clly4asl HapyILLUEHUs

peun HapyIieHust oo cily4yail HapyIlIeHUs SI3BIKOBBIX UJTU PEUEBBIX
SI3BIKOBBIX, JIMOO 00 S3BIKOBBIX, JIMOO | HOPM PYCCKOTO sI3bIKA
peYEeBbIX HOPM pEYEeBBIX HOPM
PYCCKOTO sI3bIKa PYCCKOTO si3bIKa
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Banael/
HIxanaa
ECTS

OuneHka nmo
JIUCHUILIMHE

Kputepun oneHkn pe3yibTaToB 00y4eHHUs 110
AUCLHUILINHE

100-83/
AB

«OTJIIHYHOY/
«3a4TEHO
(oTu4HO)»/
«3aYTEHO»

BricTaBnsiercs oOyuaromemMycsi, €cii OH TiyOoKo U
IIPOYHO YCBOMJI TEOPETUYECKUN U TPAKTUUECKUI
MaTepuai, MOXeT IIPOJEMOHCTPUPOBATh 3TO HA 3aHITUIX
U B XOZI€ IPOMEKYTOYHOM aTTECTaLUH.

OOyuJaromuiics: KICUYEPIBIBAIOIIE U JJOTHISCKUA CTPOMHO
u3JaraeT yueOHbI MaTepuall, yMeeT yBI3bIBaTh TEOPHUIO C
MIPAKTUKOM, CIIPABIIAETCS C pEUICHHEM 3aj]ay
npodeCCHOHATBLHON HANPAaBIEHHOCTH BHICOKOTO YPOBHS
CJI0KHOCTH, MPaBUILHO OOOCHOBBIBAET MPUHSTHIC
pelIeHus.

CBOOOIHO OPHEHTHPYETCS B yUeOHOH U
npodeCCUOHATILHOM TUTEpaType.

OrneHka 1o JUCIHILTAHE BBICTABIISIOTCS 00ydJaromeMycs ¢
y4€TOM pe3ybTaTOB TEKYIIEH U MPOMEKYTOUHOU
aTTeCTal|u.

Komnerenuuu, 3akperi€HHble 3a JUCUUTUIHHOM,
c(hOpMHUPOBAHEI HA YPOBHE — «BBICOKUI.

82-68/

«XOpOoIIoY/
«3a4TEHO
(xoporo)»/
«3a4TECHO

BeictaBisiercs o0yuaromemycs, €cii OH 3HaeT
TEOPETUYECKUI U MPAKTUYECKUN MaTeprall, FPAMOTHO U 110
CYILECTBY M3JIaraeT €ro Ha 3aHATHUSAX U B XOJE
IIPOMEKYTOYHOM aTTECTAllUH, HE JI0ITyCKasl CYyIIECTBEHHBIX
HETOYHOCTEH.

OOyyaromuiics MpaBUJIbHO MPUMEHSET TEOPETUUECKNE
IIOJIO’KEHUS IIPH PEIICHNN NIPAKTUYECKUX 3a7a4
pohecCHOHANBHOM HAIlPaBIEHHOCTH Pa3HOTO YPOBHS
CJIO’KHOCTH, BJIa/IeeT HEOOXOAMMBIMHU I TOTO HaBbIKAMU
U IpUEMaMHU.

JIOCTaTOYHO XOPOIIO OPUEHTHPYETCS B y4eOHOMH U
pohecCuoHaNBbHON JTUTEpaType.

OreHka Mo JUCHUIUIMHE BBICTABIISAIOTCS 00YYaIOEMyCs C
Y4ETOM pe3ysIbTaTOB TEKYIEH U TPOMEKYTOUHON
aTTecTaluu.

KomnereHnumu, 3akpeniéHHble 3a TUCIUIIIMHOM,
c(OPMHPOBAHBI HA YPOBHE — «XOPOIIUI».

67-50/
D.E

«yIOBJIETBOPH-
TEIHHOY/
«3a4TEHO
(ynoBneTBopu-
TEBHO)»/
«3aYTCHO»

BrictaBnsiercst oOyyaromemMycs, €ciid OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUN U IIPAKTUUECKUN MaTepual,
JIOITyCKAaeT OTAENIbHbIE OMIMOKU MPH €T0 U3JI0KEHUU Ha
3aHATHAX U B XOJI€ IPOMEKYTOUHOM aTTECTALUH.
OOyu4aronuiicst UCTIBITHIBACT ONPEICIEHHBIC 3aTPYAHEHUS
B IIPUMEHEHNN TEOPETUUECKUX MOJI0KEHUM IIPU PELICHUH
MIPAKTHUYECKUX 3ajia4 MPpo(hecCHOHATBLHON HAIIPABIEHHOCTH
CTaHJapTHOI'O YPOBHS CJIO)KHOCTH, BIIAJEET
HEO0OXOUMBIMH I 3TOTO 0a30BBIMU HAaBbIKAMU U
MpuE€MaMH.

JIeMOHCTpHpPYET TOCTaTOYHBIN YPOBEHb 3HAHUS yUEOHOM
JUTEPATYpPBI 10 TUCLHUIUIMHE.

OneHka no JUCHMILIMHE BBICTABIISAIOTCS 00ydarolemMycs ¢
Y4€TOM PE3YJbTATOB TEKYIIEH U MPOMEKYTOUHON




DN AN W N =

Banasl/ Ounenka no Kputepun oneHkn pe3yibTaToB 00y4eHHUs 110
kana AUCUHUILINHE AUCLHUILINHE
ECTS

aTTeCTalUy.
Komnerenuuu, 3akpeni€éHuble 3a TUCHUIIMHOM,
c(hOpMUPOBAHbI HA YPOBHE — «JIOCTATOYHBIIIY.

49-0/ «HEYJIOBIIETBOPHUTE | BricTaBnseTcst oOydaronieMycsi, €Clii OH He 3HaeT Ha
F.FX JBHO»/ 0a30BOM ypOBHE TEOPETUYECKHUIA U MPAKTHUECKUI
HE 3aYTEHO Marepua, JOMmycKaeT rpyObie OmUOKH MPHU ero
M3JI0KEHNUHU Ha 3aHATUSAX U B XOJ€ MPOMEXKYTOUHOMN
aTTecTaluu.

OOyyaronuiicsi HICIIBITHIBAET CEPhE3HBIC 3aTPYAHEHHS B
MIPUMEHEHUN TEOPETUUECKUX MOJIOKEHHUH MPH PEIICHUN
NPaKTHYECKHX 3a7a4 MPO(eCCHOHANFHON HAPABIEHHOCTH
CTaH/IapPTHOTO YPOBHS CJIOKHOCTH, HE BJIaJIECT
HEOOXOAMMBIMH ISl 3TOTO HABBIKAMHU M IPUEMaMHU.
JleMoHCTpHpYeT (pparMeHTapHbIC 3HAHUS YIeOHOMH
JUTEPATYPHI MO AUCIUIUINHE.

OueHKa 1o JUCHUIIIMHE BBICTABIIAIOTCS 00yJaromeMycst ¢
y4€TOM Pe3yNbTaToOB TEKYIIEH U MPOMEXYTOTHOM
aTTeCTalUH.

KommeTeHm Ha ypoBHE «10CTaTOUHBINY, 3aKPEIUIEHHBIC
3a IMCUUIUIMHON, He COPMHUPOBAHBL.

5.3. OneHo4HbIe cpeacTBA (MAaTepHAJIbI) AJIsI TEKYLIero KOHTPOJISA yCIeBaeMOCTH,

HpOMe)KyTO‘IHOﬁ aTTeCTallun OﬁyanOIIII/IXCﬂ no JTMCUHMIIJIMHE

KonTposabHbIe Bonpochl

Oco0EHHOCTH HAYYHOTO CTUJISI B @HTJIOS3BIYHON U PYCCKOM KYJIbTypax.

TepMuHBL; KIUITUPOBAHHBIE 000POTHI, XapaKTePHBIE JJIs1 HAYYHOTO CTHIIS.
CuHTaKCHC U JIEKCMKA HAy4HbIX cTareid. OpraHuzanus MaTepralia B CTaThe.
CHHTaKCHC U JIEKCMKa HAy4YHOTo JoKiaaa. OpraHu3anusa MaTepyuaia B JOKIaJe.
Opranuzaiusi KOMIbIOTEPHON MPE3CHTAIlMU — 0ajaHC MEXJY YCTHBIM CJIOBOM M
CHANIOM.

Bzaumopernicteue ¢ ayiuTopuei.

Oco0eHHOCTH HAYYHOUM TUCKYCCUU U TUAJIoTa.

[Tousarue (GyHKIIMOHATBHOTO CTHUJISL. QOYHKIMOHAIBHO-CTUIINCTUYECKAS
IPUHAJIEKHOCTh HAYYHOT'O TEKCTA.

OCcoOCHHOCTH W3IIOKEHHS, TPHUCYIIUE HAYYHOMY TEKCTy, M HX OTPaKCHHUE B

IIponecce rmepeBoaa.
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3HAYMMOCTh KOHTEKCTA.

DTHKa NepeBOIUHKa.

[TepeBomueckue TpaHchopMalui U UX MPAKTUIECKOE TPUMEHEHUE.
Kommbloreproe oOecredeHre IEPEBOTUSCKOM  JICATSIBLHOCTH:  DJICKTPOHHBIC
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IMPOU3BOJIBHOCTb UX IIPUMCHCHUS.

BapuaHT KOHTPOJILHOI PadoThI
KoHnTponbHas paboTa npencrapiiseT co00il TuCbMEHHbIN nepeBoj oTpbiBka (2000-
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Abstract

Two distinct, rigorous views of cryptography have developed over
the years, in two mostly separate communities. One of the views re-
lies on a simple but effective formal approach; the other, on a detailed
computational model that considers issues of complexity and proba-
bility. There is an uncomfortable and interesting gap between these
two approaches to cryptography. This paper starts to bridge the gap,
by providing a computational justification for a formal treatment of
encryption.
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1 Two Views of Cryptography

A fairly abstract view of cryptographic operations is often adequate for the
design, analysis, and implementation of systems that use cryptography. For
example, it is often convenient to ignore the details of an encryption function,
and to work instead with a high-level description of what encryption is
supposed to achieve.

At least two distinct abstract views of cryptographic operations have de-
veloped over the years. They are both consistent and they have both been
useful, but they come from two mostly separate communities and they are
quite different. In one of them, cryptographic operations are seen as func-tions
on a space of symbolic (formal) expressions; their security properties are also
modeled formally (e.g., [5,13,15,21-23,25,27-30,34]). In the other,
cryptographic operations are seen as functions on strings of bits; their se-curity
properties are defined in terms of the probability and computational complexity
of successful attacks (e.g., [7-9,11,16-19,37]).

There is an uncomfortable gap between these two views. In this paper, we
call attention to this gap and start to bridge it. Representing the two views, we
give two accounts of symmetric (shared-key) encryption: a sim-ple one, based
on a formal system, and a more elaborate one, based on a computational
model. Our main theorem is a soundness result that relates the two accounts. It
establishes that secrecy properties that can be proved in the formal world are
true in the computational world. Thus, we obtain a computational justification
for the formal treatment of encryption.

As we relate the two accounts of encryption, we identify and make ex-plicit
some important choices. In particular, our main theorem excludes cer-tain
encryption cycles (such as encrypting a key with itself). A restriction along these
lines is essential within the prevailing computational approach; in contrast,
formal methods typically ignore cycles. We also consider, for ex-ample, whether
two ciphertexts may manifest whether they were produced using the same key.

We believe that this paper suggests a profitable line of further research. It



will take a significant research effort to relate the views of the people who
invent, implement, break, and use cryptography. Continuing this work, it would
be worthwhile to consider other cryptographic operations (such as signatures
and hash functions), and to treat complete security protocols (such as key-
distribution protocols) in addition to basic algorithms.

Connections between the formal view and the computational view should
ultimately benefit both:

¢ These connections should strengthen the foundations of formal cryp-
tology, and help in elucidating implicit assumptions and gaps in for-mal
methods. They should confirm or improve the relevance of for-mal proofs
about a protocol to concrete instantiations of the protocol, making
explicit requirements on the implementations of cryptographic
operations.

¢ Methods for high-level reasoning seem necessary for computational
cryptology as it treats increasingly complex systems. Formal ap-
proaches suggest such high-level reasoning principles, and even permit
automated proofs. In addition, some formal approaches capture naive but
powerful intuitions about cryptography; a link with those intu-itions
should increase the appeal and accessibility of computational cryptology.

The next section is a more detailed discussion of the two views of cryp-
tography; it also mentions related work. The rest of the paper proceeds as
follows.

In Section 3, we define a class of expressions and an equivalence rela-tion
on those expressions. The expressions represent data, of the sort used in
messages in security protocols; the equivalence relation captures when two
pieces of data “look the same” to an adversary, treating encryption as a formal
operator. These definitions are simple and purely syntactic. In particular, they
do not require any notion of probability or computational complexity. They are
typical of the definitions given in formal treatments of cryptography, and
directly inspired by some of them.

Then, in Section 4, we present a computational model with strings of bits,
probabilities, and complexities. In this model, we define secure encryp-tion in
terms of computational indistinguishability; our definition is similar, but not
identical, to those of semantic security [7,18].

Finally, in Section 5, we relate equivalence to computational indistin-
guishability. We associate a probability ensemble with each formal expres-sion;
our main theorem establishes that equivalent expressions induce com-
putationally indistinguishable ensembles. For example, the two expressions that
represent two pieces of data encrypted under a fresh key will be equiv-alent.
This equivalence can be read as a secrecy property, namely that the ciphertexts
do not reveal the data. Our main theorem implies that the two expressions
correspond to computationally indistinguishable ensembles.

2 Background and Related Work

This section explains the two views of cryptography, still informally. It points to
a few examples of work informed by those two views; there are many more. It
also describes some related research.

The formal view There is a large body of literature that treats cryp-tographic
operations as purely formal. There, for example, the expression {M}k may



represent an encrypted message, with plaintext M and key K. All of {M}k, M, and
K are formal expressions, rather than sequences of bits. Various functions can be
applied to such expressions, yielding other expressions. One of them is
decryption, which produces M from {M}k and K. Crucially, there is no way to
recover M or K from {M}k alone. Thus, the idealized security properties of
encryption are modeled (rather than defined). They are built into the model of
computation on expressions. This body of literature starts with the work of
Dolev and Yao [15], DeMillo, Lynch, and Merritt [14], Millen, Clark, and
Freedman [28], Kem-merer [23], Burrows, Abadi, and Needham [13], and
Meadows [27]. It in-cludes many different agendas and approaches, with a
variety of techniques from the fields of rewriting, modal logic, process algebra,
and others. Over the years, it has been used in the design of protocols, it has
helped develop confidence in some existing protocols, and it has enabled the
discovery of many attacks. It has also led to the development of effective
methods and tools for automated protocol analysis; Lowe’s and Paulson’s works
are two

recent examples of these advances [25,30].

This formal perspective is fairly easy to apply for the users of encryption, for
example for protocol designers. It captures an important intuition: an encrypted
message reveals its plaintext only to those that know the corre-sponding
decryption key, and it reveals nothing to others. This assertion is a simple (and
simplistic) all-or-nothing statement, which can be conveniently built into a
formal method. In particular, it does not require any notion of probability or of
computational complexity: there is no need to say that an adversary may obtain
some data but only with low probability or after an expensive computation.
(However, probability and computational complex-ity are compatible with
formalism, as demonstrated by the work of Lincoln et al. [24].)

Those who employ the formal definitions often warn that a formal proof
does not imply a guarantee of security. One of the reasons for this caveat is the
gap between the representation of encryption in a formal model and its
concrete implementation. At the very least, it is desirable to know what
assumptions about encryption are necessary. Those assumptions have sel-dom
been stated explicitly, and not in enough detail to permit systematic discussion
and rigorous proofs. We aim to remedy this situation.

A somewhat similar situation arises from the use of the random-oracle
model in cryptography [10]: proofs that assume random oracles do not au-
tomatically yield guarantees when the oracles are instantiated. However, we do
not know of any natural examples where this gap has manifested itself.

The computational view Another school of cryptographic research is
based on the framework of computational complexity theory. A typical
member of that school would probably say that the formal perspective is naive
and disconnected from the realities of concrete cryptographic algo-rithms and
protocols. Keys, plaintexts, and ciphertexts are all just strings of bits. An
encryption function is just an algorithm. An adversary is es-sentially a Turing
machine. Good protocols are those in which adversaries cannot do “something
bad” too often and efficiently enough. These defini-tions are all about success
probabilities and computational cost.

This computational view originates in the work of Blum and Micali [11], Yao
[37], and Goldwasser and Micali [18]. It has strengthened the scientific
foundations of cryptography, with a sophisticated body of definitions and
theoremes. It has also played a significant role in the development and study of
particular protocols.

As an important example of the computational approach, we sketch a



notion of secure encryption. Specifically, we choose to treat symmetric en-
cryption, following Bellare, Desai, Jokipii, and Rogaway [7]. An encryption
scheme is defined as a triple of algorithms N = (K,E,D). Algorithm K (the key
generator) makes random choices and then outputs a string k. Algo-rithm E (the
encryption algorithm) flips random coins r to map strings k and m into a string
Ex(m,r). Algorithm D (the decryption algorithm) maps strings k and c into a string
Dk(c). We expect that Dk(Ek(m,r)) = m for appropriate k, m, and r.

An adversary for an encryption scheme N = (K,E,D) is a Turing ma-chine
which has access to an oracle. We imagine realizing this oracle in one of two
ways. In the first, the oracle chooses (once and for all) a random key k, and then
encrypts each query x using Ekand fresh random coins. In the second, the oracle
chooses (once and for all) a key k, and then, when presented with a query x,
encrypts a string of 0 bits of equal length, using fresh random coins. An
adversary’s advantage is the probability that the adversary outputs 1 when the
oracle is realized in the first way minus the

probability that the adversary outputs 1 when the oracle is realized in the
second way. An encryption scheme is regarded as good if an adversary’s
maximal advantage is a slow-growing function of the adversary’s computa-
tional resources. This definition of security can be worked out rigorously and
elegantly in both asymptotic and concrete versions (see Section 4.3). In any
case, it is based on notions of probability and computational power.

Related work The desire to relate the two views of cryptography is not
entirely new (e.g., [3,20,26]). Nevertheless, there have been hardly any re-
search efforts in this general direction. The work of Pfitzmann, Schunter, and
Waidner [31] (which is simultaneous to ours and independent) starts from
motivations similar to our own. It proves that some reactive, crypto-graphic
systems satisfy high-level (non-cryptographic) specifications, under
computational assumptions on cryptographic operations. These results do not
concern a formal model of cryptography, such as the one studied in this paper,
but the relation to a formal model of cryptography is mentioned as an
interesting subject for further work. Also relevant is the work of Lincoln,
Mitchell, Mitchell, and Scedrov [24], which develops a rich process-algebraic
framework that draws on both views of cryptography. Further afield, Abadi,
Fournet, and Gonthier [1,2] and Lynch [26] relate the formal view of
cryptography with higher-level (non-cryptographic) descriptions of security
mechanisms. Finally, Volpano and Smith [35] analyze the complex-ity of
attacking programs written in a simple, typed language; however, this language
does not include cryptographic primitives.

As we compare two accounts of encryption, we arrive at the concept of
which-key concealing encryption, with which ciphertexts do not mani-fest
whether they were produced using the same key (see Section 4.2). In-
dependently and concurrently, the work of Bellare, Boldyreva, Desai, and
Pointcheval studies this concept from a different perspective [6].

3 Formal Encryption and Expression Equivalence

In this section we present the formal view of cryptography, specifically treat-ing
symmetric encryption. We describe the space of expressions on which
encryption operates, and what it means for two expressions to be equivalent. As
explained in the introduction, the expressions represent data, of the sort used in
messages in security protocols. Expressions are built up from bits and keys by



pairing and encryption. The equivalence relation captures when two pieces of
data “look the same” to an adversary that has no prior

knowledge of the keys used in the data. For example, an adversary (with no
prior knowledge) cannot obtain the key K from the ciphertexts {0}k and {1};
therefore, the adversary cannot decrypt and distinguish these ci-phertexts, so
they are equivalent. Similarly, the pairs (0,{0}x) and (0,{1}«) are equivalent. On
the other hand, the pairs (K,{O}«x) and (K,{1}«) are not equivalent, since an
adversary can obtain K from them, then decrypt {O}k or {1}xand obtain O or 1,
respectively, thus distinguishing the pairs. In this section, we formalize these
informal arguments about equivalence; the soundness theorem of Section 5
provides a further justification for them.

3.1 Expressions

We write Bool for the set of bits {0,1}. These bits can be used to spell out
numbers and principal names, for example. We write Keys for a fixed, nonempty
set of symbols disjoint from Bool. The symbols K,KO,KOO,... and K1,K2,... are all in
Keys. Informally, elements of the set Keys represent cryptographic keys,
generated randomly by a principal that is constructing an expression. Formally,
however, keys are atomic symbols, not strings of bits. We write Exp for the set

of expressions defined by the grammar:1

M,N ::= expressions
K key (for K € Keys) i bit
(for i € Bool) (M,N) pair
{M}k encryption (for K € Keys)

Informally, (M,N) represents the pairing of M and N, which might be im-
plemented by concatenation plus markers, and {M}« represents the encryp-tion
of M under K, which might be implemented using a symmetric algo-rithm like
DES, in CBC mode and with a random initialization vector. Pair-ing and
encryption can be nested, as in the expression ({{(O,KO)}K}KO,K). We emphasize
that the elements of Exp are formal expressions (essen-tially, parse trees,
abstract syntax trees) rather than actual keys, bits, con-catenations, or
encryptions. In particular, they are unambiguous: for exam-

An equivalent way to define Exp is as the language generated by the context-free grammar

with start symbol E, nonterminals E and K, terminals “0”, “1”, “(”, “)”, “,”, “{”, “}", and the set of
elements in Keys, and the productions:

E->0]|1](EE)|K]|{EKK->K for
each K € Keys

ple, (M,N) equals (M°,NO if and only if M equals M°and N equals N°, and it
never equals {MO}K. Similarly, {M}k equals {MO} oif and only if M equals M°and K
equals K°. However, according to definitions given below, {M}kand M%) omay
be equivalent ever when M and M° are different and when K and K’ are
different.

There are several possible extensions of the set of expressions:

¢ We could allow expressions of the form {M}n, where an arbitrary
expression N is used as encryption key.

¢ We could distinguish encryption keys from decryption keys, as in public-



key cryptosystems.

These extensions are useful in modeling realistic protocols, but would com-
plicate our definitions and theorems. We therefore leave them for further work.

It is also important to consider a restriction to the set of expressions. We say
that K encrypts K%in M if there exists an expression N such that {N}kis a
subexpression of M and K° occurs in N. For each M, this defines a binary relation
on keys, the “encrypts” relation. (As a variant, a more liberal definition that
ignores occurrences of K°as a subscript may also be adequate for our purposes.)
We say that M is cyclic (or acyclic) if its associated “encrypts” relation is cyclic
(or acyclic, respectively). For example, {K}kand ({K}Ko,{KO}K) are both cyclic, while
({K}ko,{0}k) is acyclic.

Cycles, such as encrypting a key under itself, are a source of errors in
practice (e.g., [36]); they also lead to weaknesses in common computational
models, as explained in Section 4. Moreover, cycles can often be avoided in
practice—and they should generally be avoided given what is, and is not, known
about them. The soundness theorem of Section 5 deals only with acyclic
expressions. In contrast, cycles are typically permitted (without discussion) in
formal methods.

3.2 Equivalence

Next we give a formal definition of equivalence of expressions. It draws on
definitions from the works of Syverson and van Oorschot, Schneider, Paulson,
and others [30,32,33]. Some of the auxiliary definitions concern how
expressions can be analyzed and synthesized; such definitions are quite
common in formal methods for protocol analysis. Equivalence relations are
useful in semantics of modal logics: in such semantics, one says that two

states in a computation “look the same” to a principal only if the principal has
equivalent expressions in those states. Equivalence relations also appear in
bisimulation proof techniques [4,12], where one requires that bisimilar
processes produce equivalent messages.

First, we define an entailment relation M ‘N, where M and N are
expressions. Intuitively, M * N means that N can be computed from M. Formally,
we define the relation inductively, as the least relation with the following
properties:

eM‘OandM ‘1,
MM,

o if M “Niand M ‘N2then M “ (N1,N2),

if M (N1,N2) then M “N1and M ‘ N2,
eif M‘Nand M ‘Kthen M “ {N}x,
o if M {N}and M ‘K then M ‘N.

This definition of M “ N models what an attacker can obtain from M without any
prior knowledge of the keys used in M. For example, we have

({{K1}k2}k5,K3) “ K3

and
({{K1}kIks,K3) “ {K1}k,



but not
({{K1kka}ks,K3) “ Ka (false)

It is simple to derive a more general definition from this one: obtaining N from
M with prior knowledge of K is equivalent to obtaining N from (M,K) with no
prior knowledge.

Next, we introduce the box symbol 2, which represents a ciphertext that an
attacker cannot decrypt. We define the set Pat of patterns as an extension of
the set of expressions, with the grammar:

P,Q::= patterns
K key (for K € Keys) i bit
(fori € Bool) (P,Q) pair
{P encryption (for K € Keys) 2

undecryptable

Intuitively, a pattern is an expression that may have some parts that an attacker
cannot decrypt.

We define a function that, given a set of keys T and an expression M,
reduces M to a pattern. Intuitively, this is the pattern that an attacker can see in
M if the attacker has the keys in T.

p(KT) = K (for K € Keys)
p(i,T) = i (for i € Bool)
p((M\N),T) = (p(M,T),p(N,T))
{p(M,T)} if
p(MIKT) = cets

otherwise



Further, we define a pattern for an expression without an auxiliary set T, but
using the set of keys obtained from the expression itself.

pattern(M) = p(M,{K € Keys | M ‘ K})

Intuitively, this is the pattern that an attacker can see in M using the set of keys
obtained from M. (As above, we assume that the attacker has no prior
knowledge of the keys used in M, without loss of generality.) For example, we
have
pattern(({{K1}x.}xs,K3)) = ({2}ks,K3)
Finally, we say that two expressions are equivalent if they yield the same
pattern:
M = N if and only if pattern(M) = pattern(N)

For example, we have:

{K1}2}Ks,K3) = ({{0}K1Jks,K3)

since both expressions yield the pattern ({2}ks,K3).

We may view keys as bound names, subject to renaming (as in the spi
calculus [5]). For example, although ({0}k,K) and ({O}KO,KO) are not equivalent,
we may say that they are equivalent up to renaming. More generally, we define
equivalence up to renaming, =, as follows: -

M =N if and only if there exists a bijection o on Keys
such that M = No

where No is the result of applying o as a substitution to N. Although this relation
= is looser than =, our soundness theorem treats it smoothly, without difficulty.
Therefore, we focus on =. In informal discussions, we often do not distinguish
the two relations, calling them both equivalence.

3.3 Some examples and some subtleties

In this section we give a few more examples. Some of the examples indicate
assumptions and choices built into the definition of equivalence. These are fairly
subtle but important, and it is useful to be explicit about them. We revisit them
in Section 4.

¢ 0 =0, of course.

¢ 0 =71, of course.

o {0} = {Tk.

* (K,{0}) = (K,31}k), buT (K,{({O}ko,0)}x) = (K,{({1}Ko,0)}x).

e K=K%and K = K°, Since keys are subject to renaming with = but not with =.

¢ {0}k = {T}koand even {0}k = {1}ko, although the two ciphertexts are under
different keys.

o ({K°¥,{0}K) = ({K°K {1}K0) and even ({K°},{0}) = ({K°}, {1}Ko), similarly.
¢ {0}k = {R}k, despite the encryption cycle in {K}k.
¢ {(((2,2),(1,2)),((1,2),(1, 1))}k ={Ok. ~
Informally, we are assuming that a plaintext of any size can be en-crypted,

and that the size of the plaintext cannot be deduced from the resulting
ciphertext without knowledge of the corresponding decryp-tion key. This



property justifies equivalences such as the one above, where the two
plaintexts are of different sizes. In an implementation, it can be
guaranteed by padding plaintexts up to a maximum size, and truncating
larger expressions or mapping them to some fixed string (see Section 4).

We could easily refine the equivalence relation to make it sensitive to
sizes, for example by introducing a symbol 2n for each size n. The resulting
definitions would be heavier.

* ({0},{0}«) = ({0fi,{1}K).
Informally, we are assuming that an attacker who does not have a key
cannot even detect whether two plaintexts encrypted under the key are
identical. For example, the attacker should not be able to

tell that the same plaintext appears twice under K in ({0}x,{0}«), hence
({0}k,{0}k) = ({0}k,{1}x)"1n an implementation, this sort of equivalence can
be guaranteed by randomization of the encryption function (see Section
4).

We could easily refine the equivalence relation to make it sensitive to
message identities (for example as in [4]); but, again, the resulting
definitions would be heavier.

* ({0}k,{1}K) = ({0FK;{1 }o).
Informally, we are assuming that an attacker who does not have a key
cannot even detect whether two ciphertexts use that same key. For
example, the attacker should not be able to tell that the same key is used
twice in ({0}k,{1}x), hence ({0}, {1}x) = ({O}x,{1}ko).

Again, an alternative definition would be possible, with some compli-
cations.

4  The Computational View: Encryption Schemes and
Indistinguishability

In this section we provide a computational treatment for symmetric encryp-
tion. First we describe the functions that constitute a symmetric encryption
scheme, and then we describe when an encryption scheme should be called
secure. Actually, there are a few different possibilities for defining security, and
we discuss several of them. The notion that we focus on—which we call type-0
security—is stronger than the customary notion of security (that is, semantic
security, and notions equivalent to it [7,18]). Nonetheless, one can achieve type-
0 security under standard complexity-theoretic assumptions. We focus on type-
0 security because it matches up with the formal defini-tions of Section 3. Other
computational notions of security can be paired with analogous formal ones.

4.1 Preliminaries

Elements of an encryption scheme Let String = {0,1}" be the set of all
finite strings, and let |x| be the length of string x. Let Plaintext, Ciphertext, and
Key be nonempty sets of finite strings. Let 0 be a particular string in Plaintext.
Encrypting a string not in Plaintext will result in a ciphertext that decrypts to 0.
We assume that if x € Plaintext then x° € Plaintext for all x° of the same length
as x. Let Key be endowed with some fixed distribution.



(If Key is finite, the distribution on Key is the uniform one.) Let Coins be a
synonym for {0,1}” (the set of infinite strings), and Parameter (the set of security
parameters) be a synonym for 1" (the set of finite strings of 1 bits).

An encryption scheme, MM, is a triple of algorithms (K,E,D), where

K: Parameter x Coins - Key
E: Key x String x Coins - Ciphertext D :
Key x String - Plaintext

and each algorithm is computable in time polynomial in the size of its input (but
without consideration for the size of Coins input). Algorithm K is called the key-
generation algorithm, E is called the encryption algorithm, and D is called the
decryption algorithm. We usually write the first argument to E or D, the key, as a
subscript. When we omit mention of the final argument to K or E this indicates
the corresponding probability space, or, when used as a set, the support of that
probability space (that is, the strings which are output with nonzero
probability). We require that for all n € Parameter, k € K(n), and r € Coins, if m
€ Plaintext then Dk(Ek(m,r)) = m, while if m € Plaintext then Dk(Ek(m,r)) = 0. For
example, the encryption function could treat an out-of-domain message as
though it was 0. We insist that |Ek(x)| depends only on n and |x| when k € K(n).

The definition above is for probabilistic, stateless encryption. One can be a
bit more general, allowing the encryption algorithm to maintain state. We do
not pursue this generalization here.

Other basic concepts A function : N - Ris negligible if (n) € r]_“’(l). This
means that for all ¢ > 0 there exists Ncsuch that (n) < n"“for all n 2 Nc. An
ensemble (or probability ensemble) is a collection of distributions

on strings, D = {Dn}, one for each n. We write xé-Dn to fndicate that x is sampled
from Dn. Let D = {Dn} and D°= {DO} be ensembles. Wesay that D and D%are

indistinguishable (or computationally indistinguishable), and write D = D, if for
every probabilistic polynomial-time adversary A, the function

() %€ Prx€&Dn: Al x) = 1] - Pr[x<-Dy: A(n, x= 1] is negligible.

4.2 Aspects of encryption-scheme security

In this section we consider some possible attributes of encryption schemes, and
also consider encryption cycles. These issues already appear in Section 3

in a formal setting; here we explore them further in a computational setting.

Attributes (present or absent) of a secure encryption scheme We
single out three characteristics of an encryption scheme. The first and third are
well-known, while the second seems not to have received attention till now.

* Repetition concealing vs. repetition revealing

Given ciphertexts c and ¢, can one tell if their underlying plaintexts are
equal? If so, we call the scheme repetition revealing; otherwise, it is
repetition concealing. A repetition-concealing scheme must be proba-
bilistic (or stateful); making encryption schemes repetition concealing is
one motivation for probabilistic encryption [18].

¢ Which-key concealing vs. which-key revealing

If one encrypts messages under various keys, can one tell which mes-



sages were encrypted under the same keys? If so, we call the scheme
which-key revealing; otherwise, it is which-key concealing. Though
standard instantiations of encryption schemes are which-key conceal-ing,
standard definitions for encryption-scheme security (like those in [7,18])
do not guarantee this. Demanding that an encryption scheme be which-
key concealing is useful in contexts beyond that of the present paper (for
example, in achieving forms of anonymity). The current work of Bellare et
al. undertakes a thorough treatment of which-key concealing encryption
[6].

* Message-length concealing vs. message-length revealing

Does a ciphertext reveal the length of its underlying plaintext? If so, we
call the scheme message-length revealing; otherwise, it is message-length
concealing. Most encryption schemes are message-length reveal-ing. The
reason is that implementing message-length concealing en-cryption
invariably entails padding messages to some maximal length, and it may
therefore be quite inefficient. Message-length concealing encryption is
possible when the message space is finite, or when all ciphertexts are
infinite streams (rather than finite strings as stated in our definitions).

These three characteristics are orthogonal, and all eight combinations make
sense. Let us call these eight notions of security type-0, type-1, ..., type-7, with
the numbering determined as follows: concealing corresponds to a 0 bit

and revealing to a 1 bit, and we interpret the three characteristics above as a 3-
bit binary number, the most significant bit being for repetition concealing or
revealing, then which-key concealing or revealing, finally message-length
concealing or revealing. With this terminology, the conventional concept of
encryption-scheme security, ever since the work of Goldwasser and Mi-cali [18],
has been type-3 security: a ciphertext may reveal the length of the message and
which key is being used, but it should not reveal if two ciphertexts are
encryptions of the same message. However, this concept of security is not the
only reasonable one.

Encryption cycles Given a type-n (n € {0,...,7}) secure encryption scheme
N = (K,E,D), one can construct a type-n secure encryption scheme n°=(k,E° DY)
with the following property: N° would be completely inse-cure if the adversary

were given (for example, as an additional input) even a single encryption c&E°
(k) of the underlying key kXGoldwasser and Mi-cali were aware of this (in the
public-key setting) when they published their work [18].

It is not only encrypting k under k that is problematic; longer cycles may also
cause problems. For example, even if an encryption scheme is type-3 secure, it
may not be safe to encrypt a message b under a key a and then, reversing the
roles of a and b, to encrypt a under b. For all we know, the concatenation of the
two ciphertexts might trivially reveal both a and b. For probabilistic encryption,
for cycles of length greater than one, we do not have any example to
demonstrate that this problem can actually arise, but the hybrid arguments
[18,37] often used to prove encryption schemes secure, and which we use here,
do not work in the presence of such cycles.

Therefore, as discussed in Section 3, we focus on expressions without
encryption cycles. In return, we can rely on standard-looking definitions and
tools in the computational setting.

4.3 Definitions of encryption-scheme security (types 0, 1, 3)



The formal treatment in Section 3 corresponds to type-0 security (repetition
concealing, which-key concealing, and message-length concealing), so let us
define this notion more precisely. An explanation of the notation follows the

definition.
Definition 1 (Type-0 security) Let N = (K,E,D) be an encryption scheme, let n €
Parameter be a security parameter, and let A be an ad-
versary. Define h
Y Pr k,k® <K(n) : A% B ()
d i h
AdVY(A) =1' - Pr'k €K(n) : AR

50 () = 1



Encryption scheme M is type-0 secure if for every probabilistic polynomial-time adversary
A, Advnp(A) is negligible (as a function of n).

We are looking at the difference of two probabilities.

e First, let us focus on the first probability. The quantity in brackets
describes an experiment that is performed, and then an event. In this
experiment, one first chooses two keys, k and ko, independently, by
running the key-generation algorithm K. Then one runs adversary A, with
two oracles: a left oracle f and a right oracle g. If the adversary asks the
left oracle f a query m € String, the oracle returns a random encryption of
m under key k. That is, the oracle computes c&Ek(m) and returns'c. If the
adversary asks the right oracle g a query m € String, the oracle returns a
random encryption of m under key ko, similarly. Independent coins are

used each time a string is encrypted (but the keys k and K° stay fixed).

* Next, let us consider the secondRprobabiIity. In this experiment, a single
key k is selected by running the key-generation algorithm K. The adversary
again has two oracles, a left poracle f and a right oracle g, and these oracles
again expect queries m € String. But now the oracles behave in the same
way. When asked a query m, the oracles ignore the query, sample
c&Ek(0), and return ¢ Independent coins are used each time a string is
encrypted (but the key k stays fixed).

The type-0 advantage is the difference in the above probabilities. One can
imagine that the adversary is trying to distinguish a good encryption box from a
false one. A good encryption box encrypts the specified query using the selected
key. A false encryption box ignores the;query and encrypts a fixed message
under a fixed random key. Intuitively, a scheme is type-0 secure if no reasonable

adversary can do a good job of telling 8part the two encryption boxes on the
basis of their input/output behavior.

Various other equivalent formalizations for type-0 encryption are possi-ble.
For example, it adds no power for there to be more than two oracles. (In the
first experiment, each oracle would encrypt queries under its own key; in

the second, every oracle would encrypt 0 under a common key.) Likewise, it
takes away no power if Eko() is replaced with Eko(0) in the first experiment. We
also give detailed definitions of type-1 and type-3 security; they resemble that of
type-0 security. In these definitions, Ek() is an oracle that returns c&Ek(m) on
input m, a$ above, and Ek(O| I) is an oracle that returns

c&Ex(0'™) on input m.

Definition 2 (Type-1 security) Let M = (K,E,D) be an encryption scheme,
let n € Parameter be a security parameter, and let A be an ad-versary. Define

h

Advh(A) Pk €Ki : A% )
=1'-Prk <K(n) :
AEk(O||):Ek(O||) (n) - 1i

Encryption scheme N is type-1 secure if for every probabilistic polynomial-time
adversary A, Advnn(A) is negligible (as a function of n).



Definition 3 (Type-3 security) Let M = (K,E,D) be an encryption scheme,
let n € Parameter be a security parameter, and let A be an ad-versary. Define

h
Advi(A) 2 Prik €Kin) A™ (n) =
1 -Pr k <K(n):
A0 () = 1



Encryption scheme M is type-3 secure if for every probabilistic polynomial-time
adversary A, Advn,(A) is negligible (as a function of n).

4.4  Achieving type-0 and type-1 security with standard tools

Since type-3 security is standard but type-0 and type-1 security are not, we
show that type-0 and type-1 security can be achieved using standard
assumptions and constructions. Although this fact is not necessary for our
soundness theorem, it provides support for the hypotheses of the theorem.

Block ciphers Let B >1 be a number (the blocksize) and let Block = {0,1}6. Let
Key be a finite nonempty set. Then a block cipher is a function

E : Key x Block = Block such that, for every k € Key, we have that Ek() = E(k,) is a
permutation. Example block ciphers are DES and the emerging AES (Advanced
Encryption Standard).

One measure of security for a block cipher is:

h i h i
AdVPP(A) = Prk <Key: A =1'-Pr'm &Perm(p) : AW = 1
Here Perm(B) denotes the set of all permutations on {O,l}B. Informally, the
adversary A is trying to distinguish the block cipher E, as it behaves on
a random key k, from a random permutation 1. We think of E as a good
block cipher if Adv e’ (A) is small as long as A is of reasonable computational
complexity.

Block cipher modes of operation Block ciphers are the most common
building block for making symmetric encryption schemes. Two well-known ways
to do this are CBC mode and CTR mode. In CBC mode (with a random
initialization vector), the encryption of a plaintext x = x1...xn using key k € Key,
where n>1 and |xi| ={0,1}, is yoy1...yn where yo éBIocE and yi = Ex(yi-1 @ xi)
forfall 1 <i<n.In CTR mode, the encryption of a plaintext x using key k is the
concatenation of r ¢Block with the xor of x and the |x|-bit prefix df the
concatenation of Ek(r), Ek(r + 1),

Ek(r+2), .... Here r+i is the B-bit string that encodes the sum of r (treated as an
unsigned number) and i, modulo 2% In [7], Bellare et al. establish

the (type-3) security of these two modes of operation. Their results are
guantitative, measuring how well one can attack the block cipher E in terms of
how well one can attack the given éncryption schemes based on E (in the sense
of type-3 security).

CBC and CTR modes are which-key concealing Even though the
results just mentioned do not indicate that CBC mode or CTR mode are which-
key concealing, these schemes are in fact which-key concealing and those
results can be used to show it, as we now sketch. Let M = (K,E,D) be an
encryption scheme, let A be an adversary, and define

h Ex()
Pr k <Ke A
(n)=1-Pr k

&Key(n) : A1 (n) =
i
1



By $!80! e denote an oracle which, on input m, computes c<Ek(n) and returns
a random string of length |c|. (By an assumption stated above, |c| depends
only on n and |[m]|.) Informally, the adversary cannot tell if it is given a real
encryption oracle or an oracle that returns a random string (of the appropriate
length) in response to every query.

The proofs of security in [7] actually establish that CBC mode and CTR mode
are good schemes according to Advra“d, assuming that the underlying block
cipher E is secure according to Adv"". To complete the picture, we claim that
any good scheme according to Adv"™™ is also type-1 secure. (This claim is not
hard to prove, though we omit doing so here.) Therefore, CBC mode and CTR
mode (as defined above) are type-1 secure: repetition concealing, which-key
concealing, but message-length revealing.

Hiding message lengths for type-0 security  Finally, we have to con-ceal
message lengths. This step is standard, provided the message space

is finite. Let N = (K,E,D) be a type-1 secure encryption scheme with Plaintext =
{0,1}". Let Plaintext® String be a finite set, with a particu-lar element 0°. To
make a type-0 secure encryption scheme we just encode all messages of
Plaintext’ into strings of some fixed length, and then en-

crypt these using E. That is, we choose any convenient function encode() which
(reversibly) takes strings in Plaintext®to a subset of {0,1}', for some number ‘.
The encryption scheme n= (K,EO,DO), with message space PIaintextO, is defined
by letting Eo(m) = E (encode(m)) fok m € Plaimtext’, setting Eo(m) =g° (00) form
€ Plaintext’, and defining D%in the obvious way. Type-1 security of N
immediately implies type-0 security of n°.

5 The Computational Soundness of Formal Equiv-alence

In this section we relate the two views of cryptography. We proceed in two
steps. First, we show how to associate an ensemble to an expression M, given
an encryption scheme M. Then we show that, under appropriate as-sumptions,
equivalent expressions give rise to indistinguishable ensembles.

5.1 Associating an ensemble to an expression

Let N = (K,E,D) be an encryption scheme and let n € Parameter be a security
parameter. We associate to each formal expression M € Exp a distribution on
strings [[M]] ni] » and thereby an ensemble [[M]] . This as-
sociation constitutes a concrete semantics for expressions (in the style of
programming-language semantics or logic semantics); it works as follows:

¢ First, we map each key symbol K that occurs in M to a string of bits t(K),
using the key generator K(n).

algorithm Initializen(M)
for K € Keys(M) do t(K)<K(n) °

algorithm Convert(M)
if M = K where K € Keys then return
ht(K),“key”i



if M = b where b € Bool then

return hb,“bool”i
if M = (M1,M2) then

return hConvert(M1),Convert(M2),“pair”i if M =
{M1}kthen

x&Convert(M1)

y &Ex(K)(x)

return hy,“ciphertext”i

Figure 1: How to map (probabilistically) an expression M to a string Convert(M),
given an encryption scheme N = (K,E,D) and a security parameter n.

¢ We map the formal bits 0 and 1 to standard string representations for
them.

¢ We obtain the image of a formal pair (M,N) by concatenating the images of
the components M and N.

¢ We obtain the image of a formal encryption {M}« by calculating Ex(x)(x),
where x is the image of M.

¢ In all cases, we tag string representations with their types (that is, “key”,

“bool”, “pair”, “ciphertext”) in order to avoid any ambiguities.
This association is defined more precisely in Figure 1. In the figure, we write
Keys(M) for the set of all key symbols that occur in M, and write hxi,...,xki for an
ordinary string encoding of x1, ..., xk. The aukxiliary initialization procedure
Initializen(M) maps every key symbol in Keys(M) to a unique key t(K). The
probability of a string in [[M]] nin] is that induced
by the algorithm Convert(M) of Figure 1.

5.2  Equivalence implies indistinguishability

Next we prove that equivalent expressions correspond to indistinguishable
ensembles (that is, M = N'implies [[M]] = [[N]] ), assyming that the ex-pressions
are acyclic and that the underlying encryption scheme is type-0 secure.

We start with a few simple examples, instantiating the claim that M =N
implies [[M]]n = [[N]]n. -

¢ Since 0 =0, we conclude that [[0]] = {O]] . The two ensembles being
compared put all the probability mass on a single point, h0,“bool”i.

e Since K = Kg: we conclude that [[K]] = [[KO]-] . The two ensembles being
compared are identical: they are induced by the key generator K.

¢ Since {0}k = {T}k, we conclude that [[{O}x]] = [[{1}xH . This im-
distinguishability is nontrivial: it relies on the assumption that the
encryption scheme is type-0 secure.

¢ Although {0}k = {K}k, we cannot conclude anything about how [[{0}k]]
n Mmay relate to [[{K}k]], because of the encryption cycle in {K}«.

Reconsidering some of the other examples of Section 3.3 can also be instruc-
tive.
Our theorem is:



Theorem 1 Let M and N be acyclic expressions and let 1 be a type-0 secure
encryption scheme. Suppose that M = N. Then T[M]]n = [[N]]n.

Proof The proof is a hybrid argument, as in [11,18,37]. One must be
particularly careful in forming the hybrids, relying on acyclicity. Because of the
generality of the claim, the description of the hybrid argument is somewhat
complex. Therefore, we include a running example, in italics. We also break up
the proof into several phases.

Key renaming The first phase of the proof deals with renaming keys.
Roughly, its goal is to modify the expressions M and N by renaming keys so that
pattern(M) = pattern(N), still, and M has “hidden” keys Ki,...,Km and N has
“hidden” keys Ki,...,Kn, where Kiencrypts Kionly when | > i, and both M and N
have “recoverable” keys J1,...,Ju.

As above, Keys(M) is the set of all keys that occur in M. First we partition
Keys(M), separating those keys that the adversary can recover from the rest:
recoverable(M) = {K € Keys(M) | M K}

hidden(M) = Keys(M) - recoverable(M)

Let u = |recoverable(M)| and let m = |hidden(M)|. We form a graph Gm =
(Vm,Em) whose vertices are Vm = hidden(M) and where there is anarc K > K’in
Emif and only if K encrypts K%in M. (Recall that K encrypts K%in M if there is a
subexpression {M1}k of M where K° occurs in Mz1.) The acyclicity of M means that

Gwmis acyclic and, as a consequence, we can rename the keys in Keys(M) so that
the hidden keys are Ki,...,Km, the recoverable keys are J1,...,Ju, and Ki = Ki € Em

implies | > i. In other words, a deeper key of M gets a smaller number. We let M
be the resulting expression.

0

Let us start our running example. Suppose that M is the expression:

{0}k {K1 1}Ks K2 {O}ks {K6}Ks {K1 K3}Ks{1 1 1}ks O {K1}ks{K5}K,

Here we have omitted commas, for readability, and also parentheses. The
parentheses are irrelevant in this example, but we should hold them fixed as the
example is developed; for concreteness, we may think of elements as being
grouped left-to-right, so that a b c d is short for (((a,b),c),d). In this example, we
have:

Keys(M) = {K1,K2,K3,K4,K5,Ke}
recoverable(M) = {K2,Ks}
hidden(M) = {K1,K3,K4,Ke}



The graph Gm = (VM,Em) has vertices Vm = {K1,K3,K4,Ke} and arcs K4 - K1, Ka - K3,
Ka - Ke, and Ké = K1. We rename (K1,K2,K3, K4,Ks,Ks) to (K1,J1,K2,K4,)2,K3),

- ) 0
obtaining a new expression M":

{O}ks {K1 1}k, J1 {0}k, {K3}ka {K1 K2}ks {1 1 1}1,0 {K1}ks {J2}1;

Because M =N, and by the definition of equivalence up to renaming, there
exists a function o on Keys(N) such that pattern(M) = pattern(Nao). The keys that
occur in this pattern are those in the sets recoverable(M) and

recoverable(No), which are therefore equal. Moreover, the value of o on
hidden(N) is irrelevant, since the keys in this set get obliterated with the symbol
2. So, by acyclicity, we can again rename those keys to Ki,...,Knin such a way
that Kiencrypts Kionly if | 2 i. This renaming is much as in M, so we omit its

justification. We obtain a function o%and an expression N° such that N°= Noo,
M°= NO, recoverable(MO) = recoverable(NO) ={)1,...,.Ju}, hidden(NO) = {K1,...,Kn},
and Kiencrypts Kiin Noonly if >

Continuing our example, let N be the expression:
{1 1}k, {K3}k, K1 {K3}k, {Ke}k, {1}ks {1 1 1}ks0 {0 O}ks {K3}k,

so recoverable(N) = {K1,K3} and hidden(N) = {K2,Ks5,Ks}. We rename
(K1,K2,K3,K5,Ks) to (J1,K3,J2,K1,K2), obtaining a corresponding ex-pression N

{1 1}ks{J2}ksda {J2}ks {K2}ks {1}k, {1 1 1}1,0 {O O}k, {J2}1;

Note that N° (and N) have a different number of hidden keys than m° (and M).
On the other hand, they have the same number of recoverable keys; this
equality is implied by the definition of equivalence.

In sum, we can thus apply renamings to M and N, obtaining M%and N%such
that pattern(Mo) = pattern(No), M° has hidden keys Ki,...,Km, N°has hidden keys

K1,...,Kn, if Kiencrypts Kithen | i in both M°and NO, and both have recoverable
keys J1,...,Ju.

The hybrid patterns Miand N; In the next phase of the proof, we
introduce patterns (that is, extended expressions) Mo,Mzi,...,Mm and No,N1,...,Nn

so that these patterns form a chain between M®and N°. Relying on the function
p from Section 3.2, we let:

Mi = p(MO, recoverable(MO)U{K1,...,Ki})

where Ki,...,Km are the hidden keys of M%andi € {0,...,m}. In particu-lar, we have
Mo = pattern(MO) and Mm = M°. Similarly, for j € {0,...,n}, we let:

Nj = p(NO, recoverable(No) U {Ks,...,Kj})

and in particular obtain No= pattern(NO) and Nn=N°. Intuitively, Miand Niare
the patterns that the adversary sees in M°and N°, respectively, if the
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adversary has a priori knowledge of the otherwise hidden keys Kz,...,Ki. The
ordering of the keys guarantees that this knowledge does not permit the
discovery of other hidden keys.

In our example, we have:

M°
k
Ma : {0} £K1 1} J1{Q}K {K3}|<2 {Ka K2}|<4 {lll}JAO{Kl}K 2{Jz}J M3:3{O}K2 J1 {0}
2 , 22 {111} 0{K1}3K {J2hM2:2 2 J1 {0}
2 2" s o 2 {2 Ma: 2 2
h 2 2 27 qanp o 2 {12 Mo 2 2
It 2 2 2 {111}.0 2 {2h ? !
k
No: 2 2 ) 2 2 2 {111} 9 21 {)2h N2
: 2 2 I 2 2 {1} . {1112}1 0 ) 2 {12y N2
: 2 2 I 2 2 {1} {111} 0{00} {J2hNs:
{11} {2he Ji{l2de{Kale {1} {111}.0{0 OMo{J2} ~ ’ '
k
N°

Note that pattern(MO) =Mo=No= pattern(NO).

Defining ensembles for the patterns Miand Nj Next we map each
of the patterns Mo,...,Mm,No,...,Nn to an ensemble [[Mo]] ,...,[[Mm]], [[No} ,...,
[[Nn]};, respegtively. We define this mapping by extending the conversion
algorithm of Figure 1 so that it applies to patterns, not just to expressions. The
extension is simple: any time it encounters the symbol 2, it returns the
encryption of 0 using a new, fixed key, which is used for no other purpose. More
precisely, we extend the algorithm of Figure 1 by adding to Initialize the line:

t(Ko)&R(n)

and adding to Convert the lines:

if M =2 then
y &Exx)(Q)
return hy,“ciphertext”i
Finding a large gap Clearly [[M]] & [[MO]]msince M and M° differ only
in their indexing, and similarly [[N]] n = [[Nor]] . Therefore, our goal is to

show that [[M°]]n = [[N°]]n.

We argue by contradiction: we assume that there is an adversary A that

distinguishes [[MO]]n and [H\IO]] , in order to contradict the type-0 security of M.
According to the definitions, the adversary A runs in polynomial time, and the
function:

A(n) = Prly <[[M°1In:"A(n,y) = 11 - Prly <[IN%In: A(n,y) = 1]



is not negligible, that is, for some constant c, for some infinite set N, A(n) >n"°
foralln €N.ForO<i<mand1<j<n, we define:

pin) = Prly €[[Millng : A(n,y) = 1] gi(n)
= Prly <[Nillnpy : Aln,y) = 1]

Below, we sometimes omit the argument n for notational simplicity. Since MO =
Mm and N° = Nn, we have that A = pm — gn. In addition, we have that po=qo
because M° and Noyield the same pattern, so we also have that:

A = (pm-pm-1)+ (pm-1-pm-2) + ... + (p1—po) + (qo-q1) +
(g1-q2) +...+(gn-1—qn)

We thus have m+n summands that add up to A. By the triangle inequality, there
is either i € {1,...,m} such that pi- pi-1= A/(m + n) or there is j € {1,...,n} such that
gi-1—qi = A/(m+n). Moreover, a suitable index i or j exists for each n € N, so there
is an index i or j that works for infinitely many n € N, since the number of
summands is finite and fixed. Let i be such an index; the case of an index j is
exactly analogous. Hence, there exists an infinite set N°C N such that pi(n) -

pi-1(n) 2 A(n)/(m + n) for each n € NC.

In our example, we are assuming that there is some adversary A with a good
advantage, say 0.50, in distinguishing [[M4]]and [[N3]] ﬂmat is, rliH]Y”] and [[N]] .
So the anﬁrsarynﬁ will distinguish one of the following with advantage at least
0.50/7: [[Ma]] and [[M3]] ;[[Ms]]and [[M l Mz] nd [[M1]] ;

l\’][Nﬂ] nd (RG]

M) g gl GOl g on T o

[[N2 ];|1 or example, suppose that it is [[M3]] and [[Mz]]
J"i'hen A r1ﬂ1swersrf subst!a“tlally more often when given samples

from [[M3]] than Whelméwen sg]}nples fronr[’n][[Mz]]n[n].
n

algorithm A"8(g)
for K € Keys(M°) do t(K)&K(n) ¥
éRConvertZ(MO)
R

b<-A(n, y)
return b

algorithm Convert2(M")
if M" = K where K € Keys then return
ht(K),“key”i
if M" = b where b € Bool then
return hb,“bool”i
if M"= (M",M") then
return hConvert2(M”),Convert2(M"),“pair”i if M" =
{M*}then 1
if K€ {J1,...,0u,Ka,...,Ki-1} then
xéRConvertZ(M*) 1
y & Ex(x)
return hy,“ciphertext”i else
if K= Kithen
x&Convert2(M*) 1
y &f(x)



return hy,“ciphertext”i else if K
€ {Ki+1,...,Km} then
y &-g(0)

return hy,“ciphertext”i

Figure 2: Given an adversary A that distinguishes [[MO]] i n fromd[Mo ]},
the adversary Ao violates the type-0 security of N, using the oracles f and g. As in
the rest of the proof, Ki,...,Km are the hidden keys and J1,...,Juthe recoverable

keys of M°.

Contradicting the type-0 security of Using A, we construct an
adversary Ao that violates the type-0 security of IN. The definition of Aois in
Figure 2. Since Ao attacks the type-0 security of an encryption scheme, it has
access to two oracles, f and g. Those oracles can be instantiated in one of two
ways. In one case, the oracle f is Ek(); for a randgmly chosen ki <K(n), while the
oracle g is Eko(), for a randomly chpsen ko €-K(n). In the other case, the oracle f is
Ek (0), for a randomly chosen ko ¢-K(n), while the oracle g is again Ek (0). &

We have: 0

pi(n) = ° Prlki,ko <K(n) : AEki(): Exol)
-1(n) = (n) = 1] Prlko ¢=K(n) :
AEkO(O)r Eko(o)(n) - 1]
0

These equalities hold because Convert2(M°) returns a sample from [[Mi]] whennf

= Ek() and g = Ex(), and ConvertZ(MO) returns a sample from [[Mi-1]]  when f=
Ek (0) and g = Ex (0). In both cses, notice that en-cryption under a recoverable
key K conrresponds to entryption’under the associated key t(K). Encryption under
a hidden key K in {K1,...,Ki-1} also corresponds to encryption under the
associated key t(K), while encryp-tion under a hidden key in {Ki+1,...,Kn} results in
0 encrypted under ko. For the first equality, encryption under the hidden key Ki
corresponds to en-cryption under ki; for the second, encryption under Kiresults

in 0 encrypted under ko. N
We therefore also have: 0
Advn(A0) = Pr{ki,ko ¢-K(n) : A% Bl
= 1] - Prko ¢-K(n) : A%
= f0(n) =1]
pi(n) - pi-1(n)

For infinitely many values of n (those greater than (m+n) in N%), we obtain:
Advgn(Ao) 2> A(n)/(m+n)
> n"/(m+n)

n—(c+1)

Hence, the function Adv° (Ao) is not negligible. This conclusion contra-dicts
the hypothesis that the encryptlon scheme MM is type-0 secure, as de-sired.

Completing our example, let us suppose that A answers 1 substantially more
often when given samples from [[M3]]n[n than when given samples from
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[[M2]hn) , as above. We use A to show that the encryption scheme I is not type-
0 secure by constructing a successful adversary Ao against 1. This adversary
relies on two oracles f and g, with two instantiations each. The two
instantiations come from the definition of type-0 security. With the first
instantiation, Ao creates a sample from [[M3]] n and then calls A. With the
second instantiation, Ao creates a sample from [[IWZ]] and then calls A.
Therefore, Aoanswers 1 substantially more often in the ﬁnr[sr]t] case. 2

Theorem 1 gives an asymptotic statement of security. From its proof one
can, as always, extract a corresponding concrete-security statement. This
statement would say the following. Let M and N be acyclic expressions with m
and n keys and lengths |M| and |N|, respectively. (The length of an expression
is just the number of rules used to generate it.) Suppose that M = N. Assume
further that m,n > 1, thus excluding only triv-ial cases. Fix a security parameter n
and an encryption scheme I. Let A be an adversary that runs in time t and

achieves advantage (n) = Prly ¢[[M]] :A(n,y) = 1] - Prly <[[N]] :
A(n,yf=1] inn?r%ftin- ]

guishing [[M]]niqand [[N]]nn)- Then there exists an adversary Ao that
breaks the type-0 security of M[n] with advantage o= Adv® nm) (A0) 2

/(m + n). Moreover, there exist constants a and o such that Ao makes at most
max{m,n} queries to its encryption oracles, these queries having length at most
o® max{|M|,|N|}; and the running time of Aois at most t+aTnm)(|M|+|N|),
where Tn[n] is the maximum time to choose a key from K(n) plus the time to
encrypt a message of length at most a max{| M|, |N|} bits using the key. The
numbers a and o’ depend only on encoding conven-tions and details of the
model of computation.

One may wonder whether a converse to Theorem 1 holds, that is, whether
indistinguishability implies equivalence. Such a converse fails for a fairly trivial
reason: if applying the algorithm of Figure 1 to the expressions M and Mogives
rise to encryptions of strings outside the message space Plaintext of the
encryption scheme [, then identical ensembles may be associated with M and
M° even when M and M°are not equivalent. We have not explored whether the
converse holds when Plaintext is large enough.

6 Conclusions

The formal approach to cryptography often deals with simple, all-or-nothing
assertions about security. The computational approach, on the other hand,
makes a delicate use of probability and computational complexity. However,

one may intuit that the formal assertions are valid in computational mod-els, if
not absolutely at least with high probability and against adversaries of limited
computational power. In this paper, we develop this intuition, ap-plying it to the
study of encryption. We prove that the intuition is correct under substantial but
reasonable hypotheses. This study of encryption is a step—perhaps modest but
hopefully suggestive—toward treating security protocols and complete systems,
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and toward combining the sophistication of computational models with the
simplicity and power of formal reasoning.
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W3nanus no o01ecTBEHHBIM U TYMaHUTAPHBIM HAyKaM

KOMHBIOTepHBIC CIIPaBOYHBIC MIPABOBBLIC CUCTCMbI
Koncynsrant I1mtoc,

lapanT

7. MaTepuajbHO-TeXHNYECKOe o0ecneyeHne JUCHUIUIUHBI (M00YJis)

3aHATHUSA 110 KypCY MOXHO MPOBOAUTH C MAKCUMAJIbHOM 3((EKTUBHOCTHIO B
KOMIIBIOTEPHOM KJIACCE MJIU ayAUTOPHUHM € JOCTYNOM B IHTEpHET, MPOEKTOPOM U SKPAHOM ISt
npeseHTanuii. Heo0xoaumo takke Halm4ue JOCKU Win Guumyapra, 4ToObl MpernoiaBareib MOr

pa361/1paTb IIPUMEPEI 110 X0y O0OBSICHEHHS U 3alMCHIBATh 3alaHus.

Ilepeuens ITO
Tabauya 1
No HaumenoBanue [10 [Tpous Crnioco6
/m BOJIUTEITH pacrpocTpaHeHHS
(nuyensuonnoe unu
€80000HO
Pacnpocmpamnsiemoe)

1. Microsoft Office 2010 Micros JHMIIEH3UOHHOE
oft

2. Windows 7 Pro Micros JIMLIEH3UOHHOE
oft

3. Microsoft Office 2013 Micros JINLIEH3UOHHOE
oft

4. Windows 10 Pro Micros JULEH3UOHHOE
oft

3. Kaspersky Endpoint Security Kasper JUTIEH3UOHHOE
sky

8. ObGecneyenune 00pa30BaTEILHOIO MPOIIECCA LIS JHUIL C OTPAHUYEHHBIMU

BO3MOKHOCTAMM 3/10PDOBbH 1 UHBAJIN/IOB

B X04¢ peajin3anu JUCHUITIIIMHBI UCITIOJIB3YIOTCAA CIACAYIOIMNUEC JOIMOJTHUTCIIBHBIC
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METOABI O6y‘—IeHI/I$I, TEKYIIECTO KOHTPOJIA YCIIECBAEMOCTH U HpOMe)KYTOQHOﬁ aTTeCcTanuun

06yqa}om1/1x0ﬂ B 3aBUCHUMOCTH OT UX HHANBUYAJIbHBIX 0COOEHHOCTEH:

@ /U1 ClIENBIX U CIIA00BUAAIINX:

- Jeknuu O(OPMIISIOTCS B BHUJE DJIGKTPOHHOTO TOKYMEHTa, JOCTYHMHOTO C TOMOIIBIO
KOMITIBIOTEPA CO CIICHUAIM3UPOBAHHBIM IPOI'PAMMHBIM O6€CH€‘ICHI/I€M;

- TIIMCBMCHHBIC 3aJaHWsd BBIIIOJIHAIOTCA Ha KOMIBIOTEPEC CO CICHUATIU3HPOBAHHBIM
MPOTPAaMMHBIM 00ECTICUECHHEM, HIIH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrieynBaeTCs MHIMBUyallbHOE paBHOMEpHOE ocBetieHre He menee 300 mokc;

- QI BBITIONHEHUS 3aJlaHUsl TPH HEOOXOAMMOCTH TMPEIOCTABIISCTCS YBEIHMYMBAIOIICE
YCTPOICTBO; BOZMOKHO TaKe UCII0JIb30BAHUE COOCTBEHHBIX YBEINUUBAIOIINX YCTPOUCTB;

- MUCHMEHHBIC 3aJJaHusT OPOPMIISIOTCS YBEIIMYCHHBIM HIPUPTOM;

- 9K3aMeH | 3a4€T MPOBOAITCS B YCTHOU (hOpME MITH BBITIOJHAIOTCS B MUCBMEHHOM opme Ha

KOMITBIOTEPE.

@ Uil DIIyXHX U CIa00CTBIIIAIINX:

- Jekuud O(OPMIIIIOTCS B BHJE JJIEKTPOHHOTO JIOKYMEHTa, JHOO TPEedOCTaBIsAETCS
3BYKOYCHJIMBAIOIIAs anmnaparypa HHANBUIYJTLHOTO MTOJIh30BaHNS,

- MIICbMEHHBIE 3a/IaHUs BHIMIOIHIIOTCS Ha KOMITBIOTEPE B MUCbMEHHOM QopMme;

- OJK3aMeH U 3a4éT MPOBOJATCS B MHUCHBMEHHOW (OpMe Ha KOMIBIOTEPE; BO3MOXKHO

npoBejieHue B (hopMe TeCTUPOBAHHUS.

@ UL uI C HAapyImICHUAMHA OIIOPHO-ABUTATCIILHOIO allliapaTra:

- JeKuuu O(OPMIISIIOTCS B BHJE DJIEKTPOHHOTO JOKYMEHTA, JOCTYIMHOTO C TIOMOIIBIO
KOMIIBIOTEpA CO CIEMAIN3UPOBAHHBIM IPOTPaAMMHBIM 00€CIICUEHHUEM;
- IHACBMEHHBIC 3aJlaHHs BBINOJHAKTCA Ha KOMIIBIOTEpE CO CHELUATU3UPOBAHHBIM
IIPOTPaMMHBIM 0OecTieueHHEM;
- 9K3aMeH M 3a4€T MPOBOAATCS B YCTHOM (pOpPME MIIH BBITIOIHSAIOTCS B TUCBMEHHOHN (opMe Ha
KOMIIBIOTEPE.
Ilpy HEOOXOOMMOCTH NpeAyCMAaTPUBAETCS YBEIWYEHHE BPEMEHM JJIs IOJTOTOBKH
OTBETA.
[Ipouenypa mnpoBeaeHHMs  HPOMEXYTOUHOM  arTecTaluu  JUIsl  O0ydaromuxcs
YCTaHABIMBAETCA C YYETOM UX UHAMBUAYAIbHBIX ICUXO(PHU3UYECKMX OCOOEHHOCTEH.
IIpomexxyTouHas arTecTalys MOKET IPOBOJUTHCS B HECKOJIBKO 3TAIlOB.

HpI/I MMPOBCACHUU IPOLCAYPhI OLUCHHUBAHUA PC3YJILTATOB O6y‘{eHI/I}I npeaycMaTpuBacTCs
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WCIIOJIb30BAaHNE TEXHUYCCKUX CPEJICTB, HEOOXOMUMBIX B CBS3H C HWHAWBHIYAJIbHBIMHU
0COOCHHOCTSIMH O0YYarOIIUXCs. DTU CPEICTBA MOTYT OBITh TPEIOCTABICHBI YHUBEPCHTETOM,
WM MOTYT HCIIOIh30BAThCSI COOCTBEHHBIE TEXHUYECKHE CPE/ICTBA.

[IpoBenenue mpoleAypbl  OICHUBAHHS — PE3yJIbTAaTOB  OOYYCHHsS JIONyCKaeTcs ¢
WCIIOJIb30BaHNEM JIUCTAHIIMOHHBIX 00pa30BaATEIIBHBIX TEXHOIOTHIA.

ObecneunBaeTcss A0CTyN K MHPOPMAIMOHHBIM U OHOIHOTpadUuecKuM pecypcaM B CETH
WuTepHer st Kaxaoro oOywaromierocss B ¢opmax, aJanTHPOBAHHBIX K OTPAHUYCHUSIM HUX

3JI0POBbBS U BOCIIPUATHUS HH(DOPMAITIH:

@ /UIs CIIENBIX U CIIA00BUIAIINX:

- B IeYaTHON (popMe yBETMUEHHBIM MIPUPTOM;
- B (popme 3eKTPOHHOTO TOKYMEHTA;

- B popme ayauodaiina.
@ Ui TIyXHX U CIa0OCTBIIIAIINX:

- B meyaTHoOH dopme;

- B (hopMe 3JEKTPOHHOTO JOKYMEHTA.

@® 114 o6yqa}0mnxc51 C HAPYHMICHUAMU OIIOPHO-ABUI'aTCIILHOIO aIlllapaTa:

- B IeyaTHOU opMme;
- B (hopMe 3IEKTPOHHOTO JOKYMEHTA;
- B popme ayaunodaiina.
VYueOHbIE ayTUTOPUH JUISl BCEX BUIOB KOHTAKTHOH M CAMOCTOSITENILHOM PaOOTHI, Hay4YHAs
OMOIMOTEeKa M WHBIC TOMEIICHUS JUI OOYYEHHsI OCHAICHBI CIEIUAIbHBIM 00OPYAOBaHUEM U

y‘-I€6HI>IMI/I MECTaMU C TCXHUYCCKUMU CPEACTBAMU O6y‘-IeHI/I$II

@ /UIs CIIENBIX U CIIA00BUIAIINX:

- YCTPOICTBOM I CKaHHpOBaHMs U uTeHus ¢ kamepoid SARA CE;
- nucruieeM bpaitns PAC Mate 20;

- nmpuHTepoMm bpaitnst EmBraille ViewPlus;

@ Ui TIyXHX U CIa0OCTBIIIAIINX:

- aBTOMATH3MPOBAaHHBIM pAa0OYMM MECTOM JII JIIOACH C HapyIICHHEM CcllyXa M
¢71a00CIIBIIIAIINX;

- aKYCTHq€CKHﬁ YCUJIIUTEIIb U KOJIOHKH;

@® Ui 06yqa}omnxcsi C HAPYIICHUAMUA OIMOPHO-ABUTATCIILHOTO aIlliapara:
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- IEPEIBUKHBIMU, PETYJIHPYEMBIMHU 3proHoMuYeckumu napramu CH-1;

- KOMHBIOTCpHOﬁ TEXHHKOM CO ClICHUAJIIbHBIM IIPpOIrpaMMHbBIM oOecreyeHneM.

9. MeToanyecKkue MATEPHAJIBI

9.1 Ili1aHbI NPAKTHYECKUX 3aHATHH. MeToanYecKHe yKa3aHHus 10

Opranms3anuv 1 MpoBE¢JACHUIO

3anstue 1-3. OcoOEHHOCTH TEKCTa aKaJIeMHIeCcKoro cTriis (6 4.)

Henp 3anstus: 3yueHue ocOOEHHOCTEHM TEKCTOB aKaIeMUUECKOT0 CTUJIS.

B PE3YJIbTATC BBIIIOJIHCHUA 3alaHNA CTYACHTBI HOJI’KHBI:
- 3HaTh OCOOCHHOCTH SI3bIKA U HAayYHBIX CTaTCf/'I;

- OBITh TOTOBBIMHU YUYHUTHIBATh UX TPU TIEPEBOJIE U TOPOKIACHUN COOCTBEHHOTO TEKCTA.

3amanus:

N3yunte 0cOOEHHOCTH TEKCTOB aKaJIEMUISCKOTO CTHIISI, 0OpaIasi BHUMAHHE Ha JICKCHKO-
rpaMMaTHYECKHE OCOOEHHOCTH S3bIKa, Ha TPEOOBAHMS K UX HAMMMCAHUIO, O(POPMIICHHUIO U

CTPYKTYype TEeKCTa.

VYKka3zaHus 10 BBITOJHEHUIO 3aJaHN
[IpoaHanu3upyiTe CHHTAKCUYECKYIO CTPYKTYPY TEKCTOB aKaJIeMHUYECKOrO CTHIIS.

[Ipoananu3upyiTe rpaMMaTUYECKYIO CTPYKTYPY TEKCTOB aKaJeMHUECKOTO CTHIIS.

KoHTposibHBIE BOITPOCHL:

KakoBbI OCHOBHBIE XapaKTEPUCTUKN aKaJEMUUECKOTO CTUIISI B aHTJIMHCKOM SI3bIKE?

KakoBbl OCHOBHBIE JIEKCUKO-TPAMMATHYECKHAE OCOOCHHOCTH TEKCTOB aKaJeMHUYEeCKOTO CTHIISA?
Ha3zoBurte HEKOTOPBIE KIUIIE, CBOWCTBEHHBIEC MMCbMEHHBIM TEKCTAM aKaJIEMUYECKOTO CTUJIS B
aHTIINICKOM SI3BIKE.

HazoBute oCHOBHBIE HPUHATBIC CTHIIN IIPpaBHJIa HUTUPOBAHUA U OQ)OpMHeHI/IH CCBIIIOK.
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Hctounnku u nureparypa

Jlamviwes, JI. K. Texnonorus nepeBoja : y4eOHUK U IPAKTUKYM ISl BYy30B /
JI. K. Jlateimes, H. FO. CeBepoBa. — 4-¢ uzn., mepepad. u qomn. — Mocksa : M3aateinscTBo
FOpaiir, 2020. — 263 ¢. — (Bricmiee oOpa3zoBanue). — [SBN 978-5-534-00493-9. — Tekcr :
anektponnbii // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/450082 (maTa oOpamieHwus:
09.02.2021).

3anstue 4-6. Buabl HayuHbix crateil. CTpyKTypa Hay4yHOM cTaThu. (6 4.)

HGHL 3aHATUSA . I/I3y‘-IeHI/I€ oco0eHHOCTEH CTPYKTYPHI, npucymeﬁ TCKCTaM aKaJ€CMHUYICCKOI'O

CTHJIA.

B PE3YJIbTATC BBIIIOJIHCHUA 3alaHNA CTYACHTBI HOJI’KHBI:
- 3HaTh OCOOCHHOCTH KOMITO3UIIMHU HAYYHBIX CTaTCﬁ;

- OBITh TOTOBBIMHU YUYHUTHIBATh UX TPU TIEPEBOJIE U TOPOKIACHUN COOCTBEHHOTO TEKCTA.

3amaHus:

Ha ocHOBe mnpemioxkeHHON TeMbl HAMUIIUTE aHHOTALUIO K CTaThe.
Ha ocHOBe npeayio)KeHHOM TEMBI COCTaBbTE CIUCOK KJITKOUEBBIX CJIOB.

Ha ocHOBe npeayio)KeHHOM TeMbI COCTaBbTE IJIAH HAYYHOU CTaThH.

YKa3aHUs 10 BBIIIOJIHEHUIO 3aJaHul

[IpoananM3upylTe CHHTAKCUYECKYH0 CTPYKTYPY HAYYHOU CTATBHH.

[Ipoananu3upyiiTe rpaMMaTUYECKyIO CTPYKTYPY HAyYHOM CTaThU.

CocraBbTe repyHuaibHble, THQUHUTUBHBIE, IPEUIOKHBIE W IPUYACTHBIE 000POTHI AJIS
Hay4HOU CTaTbHU I10 IPEJIOKEHHOU TEME.

[IpuBeauTe npuMepsl KOJIMUYECTBEHHON U 00pa3HOM SKCIIPECCUBHOCTH AJI1 HAYYHOU CTaThU 110
MPEIJI0KEHHON TEME.

IIpuBenuTe NpUMeEphl KHUKHBIX CJIIOB M TEPMUHOJIOTHY 110 NIPEIOKEHHON TEME B HAYYHON
CTaThe.

VkaxuTe CBA3HN MCXKAY NPCIIOKCHUAMHA, MCIKIAY 3,6321HaMI/I B Haquoﬁ CTaThbE.
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KoHTposIbHBIE BOITPOCHI:

Oco0eHHOCTH U3TIOKEHUS, MPUCYIIIUE HAYYHOMY TEKCTY, H UX OTpaKEHHUE B MPOIlecce MepeBo/ia.
3HAYNMOCTh KOHTEKCTA.

[TepeBogueckue TpaHchoOpMaMK U UX PAKTUIECKOE IPUMEHEHHE.

KommproTepHoe obecnieueHre nepeBoIIeCKON ACATEIHHOCTH: DJICKTPOHHBIC CJIOBAPH, CHCTEMBbI

ABTOMATU3HUPOBAHHOI'O IIEPCBO/JA.

Hctounuku u nureparypa

Efficient simplification of point-sampled surfaces. URL: https://www.graphics.rwth-

aachen.de/media/papers/p _Pau021.pdf

Emergence of linguistic features: independent component analysis of contexts. URL:

http://research.ics.aalto.fi/publications/bibdb2014/pdf/HonkelaOSNCPW.pdf

Matrix factorization recommender systems. URL:
https://datajobs.com/data-science-repo/Recommender-Systems-%SBNetflix%5D.pdf
Thumbs up? Sentiment classification using machine learning techniques. URL:

http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf

3anstue 7-17, 1-9. KomnbrotepHast TuHrBUCTHKA. (34 4.)

B PE3YyJIbTATC BBIIIOJIHCHUA 3alaHNA CTYJACHTBI HOJI’KHBI:
- HAYUUTBHCA NPUMCHATH HA MMPAKTUKC COOTBCTCTBYIOIINEC KOHTCKCTY NMEPEBOAYCCKUC CTPATCTIUU
AJI1 JOCTUKCHH A ONITUMAJIBHOTO PE3YyJIbTAaTa,
- HAYUUTHCA IIPaBUIIBHO I/Il]eHTI/I(i)I/II_[I/IPOBaTB " NIEPEBOAUTHL TCPMUHBI;

- HAYYHTHCS YYaCTBOBATh B Oecejie M0 TeMe 3aHSATH.

3aganust:

1. W3yunre npeioKeHHBINH TEKCT M BBIICIUTE B HEM YEPThl HAYYHOT'O CTHJIS, a TAKKE
TEPMHHBI, COOTBETCTBYIOIIIE TEME.

2. BeinonHuTe IEPeBOJI TEKCTA.

YkazaHus 1o BHITOJIHEHMIO 3aJaHUS:
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[Ipoanann3upylTe CHHTAKCUYECKYIO CTPYKTYPY NMPEIIOKEHHOTO TEKCTA.
IIpoananu3upyiTe rpaMMaTHYECKYI0 CTPYKTYPY MPENJIOKEHHOTO TEKCTA.

Brienure B npesiokKeHHOM TEKCTe repyHIualbHble, UHOUHUTUBHBIC, IPEJIOKHBIC WITH
IIPUYACTHBIE O0OPOTHI.

[IpuBeauTe npuMepsl KOTMYECTBEHHOW U 00pa3HOM IKCIIPECCUBHOCTH U3 MPEIOKEHHOTO
TEKCTa.

IIpuBenuTe MpUMEpPHI KHMKHBIX CJIIOB U TEPMUHOJIOTUM B IIPEUIOKEHHOM TEKCTE.
Boiaenute cBsizu MeXy NPeAJIOKEHUIMH, MEXTy ad3allaMy B IPEIOKEHHOM TEKCTE.

[Ipoananu3upyiTe aBTOPCKYIO PeUb B MPEI0KEHHOM TEKCTE.

KoHntposbHbIe BOITPOCHL:
Kaxkue nepeBogueckue CTpareruu COOTBETCTBYIONINE KOHTEKCTY BbI 3HaeTe?
Kakne TepMuHBI MOXKHO OTHECTH K TeMe «KOMIbIOTepHAas TMHTBUCTHKA ?

Yto Takoe «KOMITIbOTCPpHAA JTUHIBUCTHKA» XU KaKOBa o0acTh ee HpI/IMeHeHI/IH?

Hcrounuku u nmureparypa
Web Corpus construction. Synthesis lectures on human language technologies. URL:

http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HLT022

Automatically generating extraction patterns from untagged texts. URL:

https://www.cs.utah.edu/~riloff/pdfs/aaai96.pdf

Light stemming approaches for the French, Portugese, German and Hungarian languages. URL:

https://pdfs.semanticscholar.org/f49¢/c1b64ed6adf3725a20dcc4f475da747729fc.pdf

3anstue 10-18. Pekomennarensubie cucteMbl. Komnbrorepubie urpsl. (16 4.)

B PE3YIBTATC BBIIIOJHCHUSA 3aJaHUA CTYACHTBI JOJIPKHBI:
- HAYYUTBCA IIPUMCHATH Ha MMPAKTHUKEC COOTBECTCTBYIOIMIUEC KOHTCKCTY IMCPEBOJUYCCKUC CTPATCTUHU
I JOCTUKCHHU A ONITUMAJIBHOTO PE3YyJIbTAaTa,
- HAYUUTBHCA IPaBUIJIbBHO I/II[GHTI/I(l)I/IIlI/IPOBaTI) " NIEPCBOJAUTHL TCPMUHBI;

- HAY4YHUTHCA y4aCTBOBAThH B 6606}16 10 TEMC 3aHATHA.

3agaHust:
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1. I/I?»yLII/ITe HpeI[J'IO)KeHHHﬁ TCKCT U BbIACIUTC B HCM UCPThI HAYUYHOI'O CTUJIA, 4 TAKIKC
TCPMHHBI, COOTBETCTBYIOIINEC TCMC.

2. BeinonHuTe IEpeBOJI TEKCTA.

VYKka3zaHus 10 BBIIOJIHEHUIO 3aJaHUSA:

1.IIpoananu3upyiTe CHHTAKCUUECKYIO CTPYKTYPY NPEIJIOKEHHOTO TEKCTA.
2.1lpoaHanu3upyiTe rpaMMaTHUECKYIO CTPYKTYPY NMPEAJIOKEHHOTO TEKCTA.

3.Boigenure B MpeuioKEeHHOM TEKCTe repyHAHaNbHble, UHOUHUTUBHBIE, TIPEI0KHbBIE HIIN
pUYaCTHBIE 0OOPOTHI.

4.IlpuBenuTe MpUMEpPbI KOJMYECTBEHHOW U 00pa3HOM SIKCIPECCUBHOCTH U3 MPEJIOKEHHOTO
TEKCTa.

5.IlpuBeauTte mpuMepsl KHIKHBIX CJIIOB U TEPMUHOJIOTUN B MPEAJIOKEHHOM TEKCTE.
6.Bbienure cBsI3u MeXy NpeIoKEHUIMHU, MEXly a03allaMy B IPEAJIOKEHHOM TEKCTe.

7. IIpoaHanu3upyiTe aBTOPCKYIO pedb B IPEATIOKEHHOM TEKCTE.

KoHTpoiibHBIE BOITPOCHI:
Kakue nepeBonueckue CTpaTerui COOTBETCTBYIOIINE KOHTEKCTY Bbl 3HAETE?
Kakue TepMUHBI MOKHO OTHECTH K TeMe «PexoMmeHiaTenbHbple cucTeMbl. KOMIIBIOTpHBIE UTPBI»?

Yro Takoe CPCKOMCHAATCIIBHBIC CUCTCMbBD» U KaKOBa 00J1acTh UX HpI/IMeHCHI/ISI?

HcTounuku u nureparypa

Matrix factorization recommender systems. URL:

https://datajobs.com/data-science-repo/Recommender-Systems-%SBNetflix%5D.pdf

Algorithms and methods in recommender systems. URL:

https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS11/snet-project/recommender-

systems_asanov.pdf

Creating autonomous adaptive agents in a real-time first-person shooter computer game. URL:
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive
%20Agents%20-%20TCIAIG%202014.pdf

Real-time game adaptation for optimizing player satisfaction. URL:
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https://pdfs.semanticscholar.org/270b/dce6053a143b32915d56808063adf8007d5a.pdf

3anstue 1-17, -10. MHTEIIEKTYaNbHBIE CUCTEMBI JUIS pa3JIMYHbIX OTpaciael 3HaHUM

(poboToTexHMKA, METUIIHA, COIIMOJIOT S, KOMITbIOTepHas rpaduka) (47 4.)

B PE3YJIbTATC BBIIIOJHCHUSA 3aJlaHUA CTYACHTBI JOJIPKHBI:
- HAYUUTBHCA NPUMCHATH Ha IMMPAKTUKE COOTBETCTBYIOIINE KOHTCKCTY MMECPEBOJYCCKUC CTPATCTUN
AT JOCTUKCHHS OIITUMAJIBHOT'O PE3YyJIbTaTa,
- HAYYUTHCA ITPABUIIBHO I/II[CHTI/I(bI/II_[I/IpOBaTL H ICPCBOANTH TCPMHUHEI,

- HAY4YUTLCH y4aCTBOBATH B 6ecez(e 1O TCMC 3aHATHUA.

3amanus:

1. I/I3y‘-II/ITe HpeHHO)KGHHLIf/'I TCKCT U BBIACIUTC B HCM YCPThI HAYUYHOT'O CTUJIA, 4 TAKKC
TEPMHHBI, COOTBETCTBYIOIINEC TCMC.

2. BBITIOJTHUTE MEPEBOJT TEKCTA.

YKa3aHus 110 BBIIOJIHEHUIO 3aJaHUs:

1.IIpoananu3upyiTe CHHTaKCUUECKYIO CTPYKTYPY MPEIJIOKEHHOTO TEKCTA.
2.1IpoaHanu3upyiTe rpaMMaTHYECKYIO CTPYKTYPY IPEITI0KEHHOTO TEKCTa.

3.Bbienure B npeiiokKeHHOM TEKCTe repyHIuaabHble, UH(OUHUTUBHBIC, IPEAJIOKHBIC WU
pUYacTHBIE 0OOPOTHI.

4 IlpuBenute MpUMEpPbI KOJHMYECTBEHHOW U 00pa3HOM SKCIPECCUBHOCTH U3 MPEJIOKEHHOTO
TEKCTA.

5.IIpuBeaurte mpuMepsl KHUKHBIX CJIIOB U TEPMUHOJIOTUN B NIPEAJIOKEHHOM TEKCTE.
6.Bbienure cBsI3U MEXy NMPeIOKESHUIMHU, MEXy ad3allaMy B TIPEAJIOKEHHOM TEKCTE.

7. IlpoaHaM3upyHUTE aBTOPCKYIO PeYb B IIPEIIOKEHHOM TEKCTE.

KoHTposbHbIE BOIPOCHI:
Kakue nepeBonueckne CTpaTerni COOTBETCTBYIOIINE KOHTEKCTY BbI 3HAETE?
Kakue TepMuHBI MOKHO OTHECTH K TeMe «PobGoToTexHuKa»?

Uro Takoe «KoMIbIOTEpHas rpaduka» U KakoBa 001acTh ee IpUMEHEHUs?
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Hctounuku u nutepatypa

CMDragons 2014 team description. URL:

http://robocupssl.cpe.ku.ac.th/ media/robocup2014:tdp:cmdragons-2014.pdf

A comparison of five recursive partitioning methods to find person subgroups involved in

meaningful treatment-subgroup interaction. URL:

http://link.springer.com/article/10.1007/s11634-013-0159-x

Determinants of internet advertising effectiveness: an empirical study. URL:

https://www.researchgate.net/publication/

254265848 Determinants of Internet advertising effectiveness An_empirical study

3anstue 11-18. KomnproTepHas 6e3omacHocTh (15 4.)

B PE3YIbTATC BBIIIOJHCHUSA 3aJlaHUA CTYACHTBI JOJI’KHBI:
- HAYUUTHCA NPUMCEHATH Ha IMMPAKTUKE COOTBETCTBYIOIIHNE KOHTCKCTY MMEPEBOJUYCCKUE CTPATETUU
AJI1 JOCTHIXKCHHUA OIITUMAJIBHOI'O PE3yJibTaTa,
- HAYUUTBHCA IPaBUJIbHO I/I,Z[GHTI/I(I)I/IL[I/IPOBE[TL U NICPCBOJAUTHL TCPMUHBI,

- HAY4YHUTHCA y4aCTBOBAThH B 66C€I[C 10 TCMC 3aHATHA.

3amanus:

1. I/I3y‘-II/IT€ HpGHHO)KeHHBIﬁ TCKCT WU BBIACIUTC B HCM YCPTHI HAYUYHOT'O CTUJIA, 4 TAKKC
TEPMHHBI, COOTBETCTBYIOIINEC TCMC.

2. Bemonnante MepeBOJ TCKCTA.

VYKa3aHus 110 BBIIOJHEHUIO 3aJaHUs:

1.ITpoananu3upynTe CHHTAKCUYECKYIO CTPYKTYPY MPEITTOKEHHOTO TEKCTA.
2.1IpoaHanu3upyiTe rpaMMaTHUECKYIO CTPYKTYPY NPEIJIOKEHHOTO TEKCTA.

3.Bbienure B npeioKeHHOM TEKCTe repyHIuaabHble, UHOUHUTUBHBIC, IPEAIOKHBIC HITH
IIPUYACTHBIE O0OPOTBHI.

4.1lpuBeauTe NpuMepbl KOJTUYECTBEHHON U 00pa3HOM 3KCIPECCUBHOCTH U3 MPEATI0KEHHOTO
TEKCTa.

S.HpI/IBe,Z[I/ITe MPUMCPBI KHMKHBIX CJIOB U TCPMHUHOJIOTUN B IMPCAJIOKCHHOM TCKCTC.
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6.BI)I)I6J'II/ITG CBsA3U MCXKIAY NPECIIIOKCHUAMA, MCKIY 3633H3MI/I B IIPCAJTIOKECHHOM TCKCTC.

7. [Ipoananu3upyiiTe aBTOPCKYIO pedb B MPEAT0KEHHOM TEKCTE.

KoHTpoiibHBIE BOITPOCHL:
Kakue nepeBonueckne CTpaTeErui COOTBETCTBYIOIINE KOHTEKCTY Bbl 3HAETE?
Kakue TepMUHBI MOKHO OTHECTH K TeMe «KommbroTepHas 6e30macHOCTb»?

Yro Takoe «KOMIIBIOTCPHAA 0€30I1aCHOCThY» M KaKOBa 00J1acTh ee HpI/IMeHeHI/ISI?

HcToynuku u nutepaTtypa

Can homomorphic encryption be practical? URL: https://eprint.iacr.org/2011/405.pdf

Reconciling two views of cryptography. URL:

http://web.cs.ucdavis.edu/~rogaway/papers/equiv.pdf

Modular security proofs for key agreement protocols. URL:

http://www.isg.rhul.ac.uk/~kp/ModularProofs.pdf
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[Ipunoxenne 1

AHHOTANUA

JucuunnuHa «AHMIMACKMA TNPO(ECCHOHANBHBIN S3bIK W TEXHUYECKUH MEPEeBOI»
peanu3yercss Ha OTIEJICHHMM HHTEIJICKTYalbHbIX CHUCTEM B TyMaHUTapHOW cdepe kadenpoit
€BpONEUCKUX A3bIKOB MHCTUTYTA MUHTBUCTUKY PITY.

[lenpro Kypca SIBISETCS HAay4YWTh CTYJIEHTOB aJ€KBaTHO I10Jb30BATHCS MHOCTPAHHBIM
S3BIKOM KakK CpeJCTBOM KOMMYHHUKallMd B NpO(ecCHOHATBHOM cpele, a Takke JaTb UM
HEOOXOIMMBbIE HAaBBIKM JUISI TOro, 4ToObl 0€3 3aTpyAHEHUH, NPaBHWJIBHO U OCMBICIECHHO
OCYLLIECTBIIATh NMUCBMEHHBINA MEPEBOJ TEKCTA, CBA3AHHOIO C €r0 CIELUAIBHOCTBIO, C IIEPBOrO
MHOCTPAHHOTO SI3bIKA HA PYCCKUH S3BIK.

3aja4n JUCHUIUINHBL:

CryneHT B pe3yabTaTe OCBOCHHS Kypca JOJIKEH:

- TOJy4YUTh NPAKTUYECKUE HABBIKM OONIEHHS HAa MHOCTPAHHOM SI3bIKE  T10
poQeCCUOHAIEHBIM BOITPOCAM;

- HAy4YUThCS M3JIaraTh CBOM MBICIHM B YCTHOM M NMHCbMEHHON (opMme M MOAepKUBATh
’KMBOM IMAJIOT HA MHOCTPAHHOM $I3bIKE B cpepe npodhecCHOHATbHOW KOMMYHHKAIUH;

- M3Y4YUTb U CONOCTaBUTh OCHOBHBIE CTHMJICBBIE OCOOCHHOCTH TEKCTOB HAyYHOI'O
(YHKIIMOHATBLHOTO CTUJISI HA TIEPBOM WHOCTPAHHOM SI3bIKE U HA PYCCKOM S3BIKE;

- HAy4YMTbCS TPOBOJUTH NPEANEPEBOAUYECKHM aHaJIN3 TEKCTa, Ha KOTOpPOM OyayT
0a3upoBaThCsl M30MpaeMble MEPEBOAUECKUE PEIICHUS C YYeTOM HHIMBHYaJIbHO-aBTOPCKOTO

CTWJIA OpUTHHAJIa U Tpe6OBaHHI>'I pyCCKOﬁ CTUIINCTHUKU,

OBJIQJICTh IMPAKTUYECKMMH [pUEMaMHM II€PEBOJA, B T.4. IEPEBOAYECKUMU
TpaHcQOopMaIUsIMH, U HAYYUTHCS IPUMEHSATh UX C YYETOM KOHTEKCTa;

- Hay4uThCS TOJb30BAThCS KOMIBIOTEPHBIMHM IpOrpaMMaMHM, pa3paOOTaHHBIMH B
IIOMOUIb NEPEBOIUYMKY (DJIEKTPOHHBIE CIOBAPH, CUCTEMBl aBTOMATU3MPOBAHHOIO NEPEBOJA), U
NPUHUMATD PELICHUE O TOM, KOT/Ia MX UCIIOJIb30BaHNEe 000CHOBAHO;

- HAYYUTHCS ITPOBOJIUTH MTOCTIEPEBOIUECKOE PEAAKTUPOBAHUE TEKCTA;

- HAy4YMTbCs OOOCHOBBIBaTH M30paHHbIE MEPEBOMYECKHE PELIEHHs M PACKPBIBATh
MEXaHU3M UX BOSHUKHOBEHUS.

[Ipomiecc  ocBOeHMsI UCIHMIUIMHBI HampaBlieH Ha (QopMUpOBaHHE  CIETYIOIIUX

KOMIIETCHITAH:
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OK-2 criocoGHOCTBIO BHICTPAUBATh U PEATU30BBIBATH IEPCIEKTUBHBIC JTUHUU
MHTEJUIEKTYaJIbHOT 0, KYJIbTYPHOT'0, HPAaBCTBEHHOT'0, (pr3MUeCcKOro U npodhecCuoHaIbHOTO
CaMOPAa3BUTHUS U CAMOCOBEPIICHCTBOBAHUS

OK-11 crocobHOCTHIO CBOOOTHO MOIB30BATHCS PYCCKUM U HHOCTPAHHBIM SI3BIKAMH KaK
CPEACTBOM JICJIOBOTO OOIIEHUS, CIOCOOHOCTBIO K aKTUBHON COLMAIEHOW MOOMIIBHOCTH

I1K-31 roTOBHOCTBIO MPEACTABIIAT PE3yJIbTAThl HCCIIEI0BAHUSA B (JOPMAX OTUETOB, peheparTos,

nyOnuKanui 1 myOnUYHbIX 00CYKASHUH

B pesynbrare u3ydeHus: TUCIHUILTAHBI BBITYCKHUK JOJKEH

1. 3nams:

OCHOBHBIC TPaBUJIa OCTPOCHHS MPO(HECCHOHAILHOTO TUCKYPCa Ha HHOCTPAHHOM SI3BIKE;
OCHOBHBIC OTJIMYMSA NPOPECCHOHATBLHON KOMMYHHMKAIIMM HAa AHTJIUHCKOM  SI3BIKE  OT
npodeCCHOHATBPHON KOMMYHHMKAIIMA Ha PYCCKOM SI3BIKE; OCHOBHBIC TPHEMBI M CTaJdd
MEPEBOTIECKON PaOOTEHI.

2. Ymemo:

MOPOX/IaTh TEKCT IO BONPOCAM, BXOMAIIMM B €ro Mpo(ecCHOHATbHYI0 KOMIIETCHIIHUIO,
COOTBETCTBYIOIIUI PEYECBBIM, S3BIKOBBIM, KAHPOBBIM M CTHJIEBBIM HOPMaM aHTJIMHCKOTO S3bIKa,
OCYIIECTBIIATH MPEABAPUTEIbHBIA aHAIU3, MUCHBMEHHBIN MMEPEBOJI M PEIAKTHPOBAHHE TEKCTA C
y4eTOM ero (yHKIIMOHAJIbHO-CTHIMCTUYCCKON MPUHAJICKHOCTH, CTHUIIEBOTO CBOEOOpasusl
TpeOOBaHUN PYCCKOTO s3bIKa; OOOCHOBBIBATH CBOE IEPEBOAUCCKOE pEIICHHE;, YMEJO
MOJIb30BATHCS KOMITBIOTEPHBIMK TPOTPaMMaMH, HalpaBJICHHBIMH Ha IOMOIIb IEPEBOAUUKY
(97IEKTPOHHBIE CJIOBAPH, CHCTEMbI aBTOMATH3UPOBAHHOTO ITEPEBOJIA).

3. Braoems:

CMOCOOHOCTRIO OTOMpPAaTh M HCIOJB30BaTh B HAYyYHOU JEATEIIBHOCTH HEOOXOIMMYIO
uHGOPMALIHIO 1O TpoOJeMaM, CBA3aHHBIM C TMPEAMETOM Kypca, ¢ HCIOJb30BaHHEM Kak
TPaJIMIMOHHBIX, TaK W COBPEMEHHBIX OOpPa30BATEIBHBIX TEXHOJOTHH; CHOCOOHOCTBIO
CaMOCTOSITEJIbHO HW3ydaTh M OPUCHTUPOBATHCS B MACCHBE HAY4YHO-TIONMYJSIPHOM W HAy4HO-
HCCIIEI0OBATEIILCKOM, XYI0KECTBEHHON JUTEPATyphl U MyOJHIIMCTHKU C YYCTOM TOJTYYCHHBIX
3HAHUIT; BCEMU HEOOXOJMMBIMH ITPHEMaMH TEKCTOJOTHUECKOrO aHAIN3a U IEPEBO/IA.

[TporpaMMoii IpeIyCMOTPEHBI CACAYIONINE BUABI KOHTPOJIS: MPOMEKYTOYHBIH KOHTPOJIb
B (hopme 3aueTa ¢ oIeHKoi (2,3 cemectp), Fk3ameHa (4 cemecTp).

OO01ast TpyA0€MKOCTh OCBOEHUSI IUCIUIUIMHBI COCTAaBIISIET 9 3.€.



